Getting Started in the CARES Portal

Registering a Company Representative with ID.me

ID.me — Quick Start Guide

Thank you for your interest in the CERTS Grant Program. To access the CERTS Portal and
submit an application to the Treasury Department, a company representative first must
be registered with a username and password through the ID.me identity service. The
company representative that registers with ID.me will be the point of contact to access
the CERTS Portal to answer application questions, upload required documents, and
perform other administrative functions in the portal. The company representative that
registers with ID.me does not need to be a corporate officer.

What is ID.me?

ID.me is a certified commercial identity provider offering Identity Assurance Level (IAL)
2 and Authentication Assurance Level (AAL) 2 credentials. The requirements for
credentials to access the CERTS Portal are defined by NIST SP 800-63 v3 (Digital Identity
Guidelines).

No personally identifiable information will be retained by ID.me. Throughout the
process, your information will remain completely secure. The process does not require
a credit check.

How do I get an ID.me Username and Password?

Follow the steps below to receive a verified username and password. The entire
process should take 5-10 minutes.

To get started, visit the Treasury’s ID.me Enrollment Page.

We recommend using the email address you will use in
your CERTS application for the CERTS “point of contact”
at your company.

Step 1: Enter your email
and select a password

TP BRI BB ETelo|d \We recommend using a cell phone, however other
authentication options are available.

Submit a picture of a government-issued photo ID.
(If needed, you can call to verify your identity instead.)

Step 3: Verify your identity

When finished, you will receive a confirmation email allowing you to log in to Treasury’s
CERTS Portal with your new ID.me username and password.

What if  have questions?

Detailed enrollment instructions can be found in the following pages. For questions,
please refer to the ID.me + Treasury Help Page or email CERTS@treasury.gov.



https://pages.nist.gov/800-63-3/sp800-63-3.html
https://portal.treasury.gov/cares/s/certs
https://portal.treasury.gov/cares/s/certs
https://help.id.me/hc/en-us/categories/360004467533-Accessing-Treasury-with-ID-me
mailto:CERTS@treasury.gov

CERTS Portal

Detailed Instructions to Create an
ID.me Account
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Step 1: Launch Website & Sign Up

This document outlines the process for obtaining an ID.me credential to verify your identify, as
defined by NIST SP 800-63 v3, Digital Identity Guidelines. ID.me is a certified commercial identity
provider offering Identity Assurance Level (IAL) 2 and Authentication Assurance Level (AAL) 2
credential.

To access the CERTS Portal, all companies must have a representative registered with credentials
issued through ID.me. The role of the ID.me registrant is to complete the CERTS application,
upload required documents, and perform other administrative functions in the portal as part of
the grant process. The ID.me registrant does not need to be a corporate officer, but can be a
corporate officer. ID.me ensures Treasury knows the person accessing a government system.

Contents:
» Four-step process to register for an ID.me credential:

1. Launch Website & Sign Up (Slide 2)

2. Email Verification (Slide 3)

3. Two Factor Authentication Verification (Slides 4-5)

4. ldentity Verification (Slides 6-28)
= Option 1: Upload photos of your license or State ID (Slides 8-15)
= QOption 2: Virtual in-person identity proofing (Slides 16-28)

» Logging on to CERTS Portal once ID.me registration is complete (Slide 29)


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf

Step 1: Launch Website & Sign Up

» Click the followinglink: https://portal.treasury.gov/cares/s/certs

=  We recommend using Google Chrome for the best site performance
Select Create an ID.me Account

Input your email address and create a password
= Check box to accept terms of service and privacy policy
= Select Create an ID.me Account

ID.me + &) TREASURY ID.me + @ TREASURY

Create an ID.me account
Sign in to ID.me

Already have an ID.me account?
Sign in to your account

Or create an ID.me account

Email

Email

Enter your email Password

Password

Confirm Password
Enter your pa ssword

| ClCCCpt the ID.me Terms of Service and Privacy Policy
Sign in to ID.me
Create an ID.me account



https://portal.treasury.gov/cares/s/certs

Step 2: Email Verification

» ID.me will send a verification email with a 6-digit code
= Note that the confirmation code will expire after 15 minutes
» Select Confirm Your Email in the email message, and you will see a confirmation notice

Welcomel! |Dme

Thanks for creating an ID.me account!

ID.me simplifies how you verify and share your identity online, while helping keep
your information safe.

You can confirm your email address by clicking the link below.

v/
&

Please note: This link will expire in 15 minutes.

Your email has been confirmed!

Can't click the button in this email?
Thank you for confirming your email.

Copy this code and enter it in your browser to complete the confirmation. Please return to the other window or tab to

continue with Department of Treasury.

207702

You may now close this browser window or tab.




Step 3: Two-Factor Authentication

» Select one of the options toset up two-

. ID.me + & TREASURY
factor authentication:

= Text Message or Phone Call (Preferred)

SECURE YOUR ACCOUNT

= Push Notification o

Ard an exira lper of SecUrity bo your acoount.

u Code Generator Application With twi-factor suthentication even if sormeons
Buestes your password, they worrt be able o sign
i 8% Yo, ¥ou only nesed 1o Set up your device for

= FIDO U2F Security Key b cto uthantlcton ance.
- M 0 bl | e YU bl key Sumtanwt|::;:r$$;wtm-Mcm

Text Messoge or Phone Call

Get a G-diglt code sent to your phone by tet
message ar phone call.

» This document will walk through the first
option: Text Message or Phone Call

Pursihi Nodifiootion
Approse sigreinsva Fush Notifications senit

to the IR.me Authenticator mobile app

[f*5] CodoSenerotor Appliootion
Generate werfication codes via code
generaior apps ke 10.me fusthentcator bo
sign in.

[ FDoWwF Securtty Koy

Use a security key, a small dedos that
CONNECTS 1 Your cCamputers LISE port.

Mobile YubiKey

I_U_I

Enroll a vuhlKey sscurtty key for seoune
mecibil: auheraication




Step 3: Two-Factor Authentication

» Provide your information
= Enter your phone number
=  Select Text message
= Select Continue
- You will receive a text message with a verification code
» Verify phone number
= Enter the 6-digit verification codefrom the text message sent to your phone

= Select Continue

+ 4® TREASURY !
IDme + & IDme + & TREASURY
SECURE YOUR ACCOUNT
2] SECURE YOUR ACCOUNT
Receive authentication code via phone o

Be sure to use a phone number you have access
to whenever you plan to sign in.

Confirm your phone number

- - Please check your phone for the E-digit code that
we Just sent to you at (571) 243-4703.

Choose how you want to receive the code

Enter the 6-digit code

B‘ Q\ 882353

Taxt message Phone call

Didn't receive the code? Send it again

THE NUMBER PROVIDED WILL ONLY BE USED FOR ACCOUNT
SECURITY. MESSAGE AND DATA RATES MAY APPLY.




Step 4: Identify Verification

» Congratulations! You have enabled two factor
authentication for your account.

» ID.me will send you an email notification that you
enabled two-factor authentication.

ID.me + & TREASURY

YOUR ACCOUNT IS NOW SECURE

Your phone number can now be used for two-
factor authentication.

=5

Visit ID.me My Account to view and manage two-
factor authentication settings.

Recovery code

A recovery code can be used in the event you lose
access to your two-factor authentication device.

‘ Generate recovery code ‘

L e




Step 4: ldentify Verification

» Choose a method to verify your identity
= Option 1:
- Upload photos of your license or state ID
(Preferred)
- Upload a photo of your passport
- Upload a photo of your passport card

- *Note — you must use an active and valid
license, state ID, or passport

=  QOption 2:
- Go directly to Slide 16 if you don’t live in

the United States (International) to use
the virtual in-person option

IDme + & TREASURY

VERIFY YOUR IDENTITY

There are several options for you to verify your
identity and this process only takes a few minutes.
You'll only need to verify your identity once.

We'll need your permission to use details from
your credit profile and other public sources to
verify your identity. Don’t worry, this won't affect
your credit score.

Choose a verification method

E Upload photos of your license or state ID

Upload photos of your driver's license or
state ID, and enter your social security

number.

Upload a photo of your passport
Upload a photo of your passport and enter

your social security number.

@=| Upload photos of your passport card

Upload photos of your passport card and
enter your social security number.

I L don't live in the United States I




Option 1: Upload Photos of Your License or State ID

» Stepl

= Check the box acknowledging Biometric Consent
and press Continue ID.me + &) TREASURY

= Choose how you would like to submit photos:

VERIFY YOUR IDENTITY

- Take a photo with my device
0

Choose how to submit photos

- Upload a photo

In onder to verily your identity, please moke surnec
1) Your document |5 |5 up o dabe and walid
Z) Your document is diear and readable

) You take the photo an a wellliz flat surface

¥ OUR LOELE PHOME RUST HAVE A CAMERA RHD A
WEH BROWSER.

o

Upload a photo




Option 1: Upload Photos of Your License or State ID

» Step 1 (continued)

Enter your phone number

Select Continue — a text message will be sent to your phone

IDme + & TREASURY

VERIFY YOUR IDENTITY

Take photos with your phone

Enter your mobile phone number, and we'll text
you a link to take photos of your document.

Enter your mobile phone number

== \

YOUR MOBILE PHONE MUST HAVE A CAMERA AND &
'WEB BROWSER.

M|

ID.me + & TREASURY

WAITING FOR YOUR PHOTOS...

We sent a text message to
+1202-705-9107

Please click the link in the text message and
follow the instructions to take your photos.

This screen will automatically refresh
once your photos are received.

C

Didn't receive the text message? 5end it again




Option 1: Upload Photos of Your License or State ID

» Step2
= Select the link that was sent via text
= NOTE: This link expires after 5 minutes
= Upload a picture of the front and back of your photo ID

TAKE PHOTOS WITH YOUR PHONE

This message is from . Your [ 2 ]
identity is being used to log in to
U.S. Department of the Treasury to
apply for government benefits or
healthcare services. Do not click

this link if you do not recognize this
transaction. Please click the
foIIOWing link to Up'Oad a picture of Take photo of your driver's license

your document. (FRONT)

Take photo of your driver's licensg
(BACK) @

10



Option 1: Upload Photos of Your License or State ID

» Step3
= Upload a selfie or face scan using the camera on your mobile device
= Once uploaded, ID.me will verify your identity automatically

- If ID.me cannot verify your information |
from your license, you will need to input ID.me + @& TREASURY
your data manually

VERIFY YOUR IDENTITY

Let's take a selfie

2

O

@ Take a photo with my device

YOUR MOBILE PHONE MUST HAVE A CAMERA AND A
WEB BROWSER.

What is ID.me? | Terms of Service | Privacy Policy

11



Option 1: Upload Photos of Your License or State ID

12

» Step 3 (continued)

Once you have uploaded your ID photos
and completed your face scan, you will see
the “images submitted” message.

Images submitted

Next, return to the browser where you

started creating your ID.me account. Return to the other open browser
tab to continue

NOTE: This should be the tab on the device
where you started.




Option 1: Upload Photos of Your License or State ID

13

» Step4d

= Enter your most recent home address and press Continue.
= Enter your Social Security Number and press Continue.

ID.me + TREASURY

VERIFY YOUR IDENTITY

Enter your most recent home address

Address Ling1*

Addressiline 2

City*

Stote * ZipCode*

Virginis

ID.me + & TREASURY

VERIFY YOUR IDENTITY

Enter your Social Security number

The Social Security number is used as a unigue
identifier to confirm identity. This will not affect
your credit score.

I.Snn‘nunm'mhﬂr‘

|
B“(k




Option 1: Upload Photos of Your License or State ID

14

» Step5

Verify allinformation

Check box — Accept the use of Fair Credit Reporting Act

Select Continue

ID.me + &) TREASURY

VERIFY YOUR IDENTITY

Confirm your information

Wive will securely u=e the following information to
werify your identity against trusted Sources.

Hoime addnsss ENT
e
CRy ..o =
Shate WA
Zip Code | |
LT HNT
eeeeeee _
e o provicked ks oomeat, and | oooep
L Crod i By ey Aot o warity

dortity.

Whott s The: Federal Foir Crodit Reporting Act?

m




Option 1: Upload Photos of Your License or State ID

» Step 5(continued)

= You will see a message that the system is

in the process of verifying youridentity.

. v} You're Verified!
This may take up to 10 seconds. ~

=  When your identify is verified, ID.me will
Send yOU a CongratUIationS email. You're receiving this email because you verified your identity with |D.me on

06/04/2021 in arder to access benefits and services with U.5. Department of
the Treasury.

» If ID.me completed your identify verification, go to Slide 29.

» If ID.me could not complete your identify verification, follow the steps below for a virtual in-person
proofing.

15



Option 2: Virtual In-Person Identity Proofing

Follow these instructions if ID.me could not verify your identity or if you do not live in the U.S.

» Select Verify Identify via Video Call or Get Started (for whichever screen you see)

Unable to Verify International

|D.me + @ TREASURY Complete your identity verification via an

ID.me Trusted Referee in three easy steps

We couldn't verify your identity 1) Confirm your personal information

Complete your identity verification through a
virtual in-person video call with an ID.me Trusted
Referee agent.

Verify ldentity via Video Call

Unable to confirm phone number

2) Select and upload identification documents
View list of eligible documents

3) Attend the live video web session

Error Code: E4306 - 69F099C5C9CD

ID.ME TRUSTED REFEREES ARE TRAINED AND CERTIFIED
TO INSPECT YOUR IDENTIFICATION DOCUMENTS AND

Start over VERIFY YOUR IDENTITY DURING YOUR ONLINE
SESSION.

Have maore questions?
visit ID.me Support.
Get Started

16



Option 2: Virtual In-Person Identity Proofing

» When you are ready to begin, select Get Started
» Confirm that your personal information shown on the screen is accurate and select Continue

17

BOOK A FREE LIVE VIDEO IDENTITY
VERIFICATION SESSION

Complete your identity verification via a
Trusted Referee in three easy steps

1) Confirm your personal information

2) Select and upload identification documents
View list of eligible documents

3) Attend the live video web session

Get your identity verified in 15 minutes or less!

TRUSTED REFEREES ARE TRAINED AND CERTIFIED TO INSPECT
'YOUR IDENTIFICATION DOCUMENTS AND VERIFY YOUR
IDENTITY DURING YOUR ONLINE SESSION.

| Get Staned

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Confirm your personal information

» update any personal details in the form below.

Email*

Phone

== - (703) 953-2346 ]

First Name* Middle Name

VERONICA ‘ ‘
Last Name*®

PERSINGER ‘
Suffix Social Security*

07/09/1942 ‘

Date of Birth*




Option 2: Virtual In-Person Identity Proofing

18

» Confirm that the address shown on the screen is your current or most recent address and select

Continue

» If requested, enter and confirm your Social Security number

» Click Continue

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Confirm your personal address

Country

‘ == United States

Current Home Address

‘ 1202 Leesburg Pike

City

‘ Falls Church

ttttt Zip Code

[ Virgini ¢] 22043

Sontinue
What is ID.me? | Terms of Serv y Policy

MEET WITH AN ID.ME TRUSTED REFEREE TO
VERIFY YOUR IDENTITY

Enter your Social Security number

The Social Security number is used as a unigue identifier
to confirm identity. This will not affect your credit score.

Enter your Social Security number*

Confirm your Social Security number *



Option 2: Virtual In-Person Identity Proofing

» Upload:
o Two primary IDs
OR
o One primary and two secondary IDs

» For alist of Primary and Secondary ID types, select
What is a Primary or Secondary Document?

» Use the drop-down menus to select the ID types you
are using

19

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

+ |E=
+|E=
+
S

We need two primary IDs or one primary
plus two secondary IDs to proceed

A TRUSTED REFEREE WILL VERIFY YOUR IDENTITY BY
INSPECTING THE DOCUMENTS YOU UPLOAD.

7 | 1Primary & |
2hnmary 2 Secondary

What is a Primary or Secondary Document?

You'll need to submit images of the original documents,
not photo copies.

Primary ID #1 [U.S. — :]

0 You have already uploaded this document.

Primany 1D £2 [ Select a document C]




Option 2: Virtual In-Person Identity Proofing

» Upload photos of your documents from your computer or by taking pictures with your mobile
phone, then select Continue

MEET WITH A TRUSTED REFEREE TO VERIFY l D
YOUR IDENTITY * m

Chose how to securely submit photos

Quick tips MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

1) Verify that your documents are up-to-date

2) Take the photo in a well-lit area on a flat surface

Required documentation

You can submit photos from your current connection or we can
send a text to your mobile phone so you can take photos with it.

Driver's License
FRONT BALK
ﬁ
Fronk y Drtver's License
Change
.S, Passport
FRONT
n c i "
Fromt LS. Passport
Change

@ 'YOUR MOBILE PHONE MUST HAVE A
CAMERA AND A WEB BROWSER.

|1| Upload photos from your computer ]

[ Go Back }

20



Option 2: Virtual In-Person Identity Proofing

» Enter your mobile phone number and
select Continue
» vou will be texted a link to capture a

photo of yourself (selfie capture)
ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Take a selfie

Enter your mobile phone number, and we'll text you a
link to take a selfie.
Phone

Your mobile phone must have a camera and web
browser.

21



Option 2: Virtual In-Person Identity Proofing

» Select the link that was sent via text
» Upload a selfie or face scan using the camera on your mobile device

= Once uploaded, ID.me will verify your identity automatically

- If ID.me cannot verify your information,

you will need to input your data manually ID.me + @& TREASURY

VERIFY YOUR IDENTITY

Let's take a selfie

2

0]

This message is from . Your
identity is being used to log in to
U.S. Department of the Treasury to
apply for government benefits or
healthcare services. Do not click

this link if you do not recognize this
transaction. Please click the
following link to upload a picture of
your document.

(@) Takea photo with my device

YOUR MOBILE PHONE MUST HAVE A CAMERA AND A
WEB BROWSER.

What is ID.me? | Terms of Service | Privacy Policy

22



Option 2: Virtual In-Person Identity Proofing

23

» Next, return to the browser where you started creating your ID.me account.

» Verify your personal information, then select Continue

» If not prompted for a video call, proceed to slide 29

ID.me

v

Your documents and selfie have been
uploaded

Please go back to the browser on your computer to
continue. You may now close this page.

What is ID.me? | Terms of Service | Privacy Policy

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Confirm your information

We'll verify the information you've entered with details
from your credit profile

Full Legal Name EDIT
First Name
Middle Name

Date of Birth

Current home address. EDIT

City
State -
zip coce [ N

Country US

Phone EDIT

wesie romoer [

Documents and Selfie

Q Driver's License Reupload

o U.S. Passport Reupload

° Selfie Retake

Continue




Option 2: Virtual In-Person Identity Proofing

>

24

At the bottom of the Confirm Your Information page (seen on slide 23), you will see Common
rejection reasons and a checkbox indicating you have your physical documents ready for the call

U.S. State Driver's

License Change
o U.S. Passport Card Change
o Selfie Change

@ Commeon rejection reasons:

neligible primary or secondary documents

Document cannot be used as more than one form
of identification

Document does not match document type
selected

Full image of the document is required; document
cannot be unreadable or partially obscured

Image of the original document is required, NO
photocopies or screenshots

Video: How to correctly submit docurments

WE CANNOT VERIFY YOUR IDENTITY IF YOUR
DOCUMENT IS NOT CLEAR OR OF THE RIGHT TYPE

I have my documents physically ready in
hand for the video call. Otherwise, |
understand that my identity cannot be
verified.

>

Once you have your documents, check the
box and then select Continue



Option 2: Virtual In-Person Identity Proofing

» If ready for submission, click Submit Documents

» If you want to review your submission, change uploaded documents, or update information,
click Close. Verify your personal information, then select Continue

A

REVIEW SUBMISSION CRITERIA

NOTE:

If your documents get rejected because they
do not meet the requirements (e.g., you used
the same document for two different
uploads), you will have to re-upload
documents and wait in line to meet with an
ID.me Trusted Referee.

Would you like to submit your documents?

‘ Close ‘

25



Option 2: Virtual In-Person Identity Proofing

» After submitting your documents, you will be directed to a virtual waiting room to meet with an
ID.me Trusted Referee

» Check the box that you have your original documents to show the Referee on camera

» Click Continue

MEET WITH AN ID.ME TRUSTED REFEREE TO
VERIFY YOUR IDENTITY

Join the waiting room to mest with an
ID.me Trusted Referee.

Are you ready?

@(es, I have my ORIGINAL documents to show
he ID.me Trusted Referee on camera:

» U5, State Driver's License
» U5 Passport Card

OR

Save and come back later

26



Option 2: Virtual In-Person Identity Proofing

» You will be placed in a waiting room and will see a pop-up with estimated wait time
» You will be automatically redirected to the meeting page to begin the video call
» Click Start Video Call

MEET WITH AN ID.ME TRUSTED REFEREE TO VIDEO SESSION WITH AN ID.ME TRUSTED
VERIFY YOUR IDENTITY REFEREE

[o¢

Once a Trusted Referee is available, they will
review your documents before you can join

the video call

Reminder - You'll need the following ORIGINAL
documents to show the ID.me Trusted Referee:

* U.S. State Driver's License

a P * U.S. Passport Card
Estimated wait time:

0 minutes

This page will update automatically, but you can also
E = = N R Start Video Call
refresh it at any time without losing your place in line.
By continuing, you agree to your video session being
recorded.

27



Option 2: Virtual In-Person Identity Proofing

» The Trusted Referee will ask you to do the follow:
= Verbally approve call to be recorded for quality assurance
=  Confirm information (name, address, date of birth, Social Security Number)
=  Show your documents through the camera
= Allow the Trusted Referee to take a screenshot of you for selfie matching

28



Log on to CERTS Portal

» Once ID.me identity verification is complete, you will receive a confirmation email and will be
redirected to the CERTS Portal.

= Sign in to the CERTS Portal with your ID.me email and password

» You will be prompted to complete dual-authentication
= Receive authentication code via phone
= Select Continue on the next two screens

ID.me
ID.me
Signin to ID.me COMPLETE YOUR SIGN IN
COMPLETE YOURSIGN IN )
New to ID.me? o
Create an ID.me account Receive authentication code via phone
Confirm your phone number
Email
Please check your phone for the 6-digit code that D Q
We juSt Sent to you at (¥**) ***.4703,
Text message Phone call
Enter the 6-digit code
Password Wwing nt
469602 You will receive a code at the following number
@ (no) 03
Didn't receive the code? Send it again

Signin to ID.me

I\

29





