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Introduction

This document outlines the processes associated for credentialing and identity
proofing as defined by NIST SP 800-63 v3, Digital Identity Guidelines to obtain
ID.me credential. ID.me, a contractor of the Department of the Treasury, is a
certified commercial identity provider offering Identity Assurance Level (IAL) 2
and Authentication Assurance Level (AAL) 2 credential. Please click here for the
Privacy Act Statement related to information you share with ID.me.

» All Affiliate Partners who attempt to logon for the first time need to sign up

with ID.me through the following three-step process:
= Email Verification (Slides 6— 7)

= Two Factor Authentication Verification (Slides 8 — 11)
= |dentity Verification (Slides 12 — 32)

= Examples are provided for the following Identity Verification Options
- Option 1: Upload Photos of Your License or State ID (Slides 13 — 22)
- Option 2: Virtual In-Person Identity Proofing (Slides 23 — 32)

» Process to logon to CFIUS (Slides 34 thru 38)

» NIST SP 800-63 v3
= http://www.nist.gov/nstic/



http://www.nist.gov/nstic/
https://home.treasury.gov/system/files/206/CFIUS-Privacy-Act-Notice-for-ID-me.pdf

Launch Website

» Launch CFIUS Portal URL
= https://cfius.high.powerappsportals.us

» Select Sign In
A | Submissions | ContactUs Sign in

U.S. Department of the Treasury

COMMITTEE ON FOREIGN INVESTMENT IN THE UNITED
STATES (CFIUS)

CASE MANAGEMENT SYSTEM

Instructions

Later in May 2020, the Department of the Treasury will begin using this Case Management System (CMS), which will allow parties and
counsellrepresentatives to submit all transaction-related information to CFIUS through a secure web portal hosted by the Department of the Treasury.

Additional details and instructions will be available prior to the release of the CFIUS CMS.

Persons planning to file a notice or submit a declaration around late May or after should consider creating an account at ID.me, a secure online identity

verification platform An ID me account will be required in order to access the CFIUS CMS once if is released


https://cfius.high.powerappsportals.us/
https://cfius.high.powerappsportals.us/

ID.me Sign Up

» Select sign up for an account
* |nput your email address and create a password
= Check Box — Accept terms of service and privacy policy
= Select Sign up

ID.me + & TREASURY ID.me + @ TREASURY
Sign Up or sign into your account
Sigh In Iorsignupfnrc:nc:ccount I
Ermail

Email

Password
Password

Confirm password

“ e —




Email Verification

» ID.me will send an email for verification

to the email account you used to ID.me + @ TREASURY
register
. . . . . CONFIRM YOUR EMAIL ADDRESS
= |D.me will send a confirmation email with 6
digit code ™M
=  Once you select Confirm Your in your email,
. . . We sent an email to thaobtle@gmail.com with the
ID.me W||| Verlfy automat“:a”y subject line “ID.me - Please Confirm Your Email "
= Select Continue o alter It an take p 0 10 minerea &
receive the email.
o
After your email is confirmed, return to this page
to continue.
Didn't receive the email? Send it again
NOte: Web browser SeSS|On |S suspended Can't click on the button in your email?
Untll YOU respond tO the ID.me email Enter the &-digit code from the email below.
conformation.
[ —



Email Verification

» Open the ID.me email and acknowledge the receipt
= Below is a example of the email you will receive (left image) with conformation and 6 digit

code
= Select Confirm your button, you will see the conformation notice (right image)

= You should return to your browser session

Welcomel! lee

Thanks for creating an 1D.me accountl

ID.me simplifies how you verify and share your identity online, while helping keep
your information safe.

You can confirm your email address by clicking the link below.

v
&y

Please note: This link will expire in 15 minutes.

Your email has been confirmed!

Can't click the button in this email?
Thank you for confirming your email.
Please return to the other window or tab to

Copy this code and enter it in your browser to complete the confirmation.
continue with Department of Treasury.

207702 You may now close this browser window or tab.




Two-Factor Authentication

» Select one of the options to setup two-
factor authentication
= Text Message or Phone Call (Preferred)
e Selected
= Push Notification
=  Code Generator Application
=  FIDO U2F Security Key
=  Mobile Yubikey

Note: This presentation captured
screen shots for the first option: Text
Message or phone Call.

IDme + & TREASURY

SECURE YOUR ACCOUNT

Add an extra layer of Security bo your account.
With iwoeTacior authentication even il sormeons
Puesees your password, they worrt be able to gign
iM% you. You only nessd to set up your device for
two-factor authentication once.

Selectan option below to setup twe-factor
authantication

Tout Message or PhoneCall

Get 3 G-digit code sent 1o yaur phone by tes
message ar phone call

Push Notificotion
Approve signeins va Push Notfications sent

ta tha IDume Authenticator mokile app

IEI Coda Senerotor Applioortion

Genarate verification codes vis code
generator apps ke 10.me Austhentlcator to
sign: in.

[P Fnower seourty Key
Uszz a seourizy key, a small device that
CONNECTS b your computer's USE port.

Mobile Yubikey

I_U_I

Enroll a YublKey security key for securs
mechib: ausheraication




Two-Factor Authentication: Text Message or Phone Call

» Select Text message
= Enter your phone number
= Select text message
= Select Continue

Note: Please use your real mobile
phone number.

IDme + & TREASURY

SECURE YOUR ACCOUNT

Receive authentication code via phone

Be sure to use a phone number you have access
to whenever you plan to sign in.

Choose how you want to receive the code

I ¥

Text message Phone call

THE HUMBER PROVIDED WILL ONLY BE USED FOR ACCOUNT
SECURITY. MESSAGE AND DATA RATES MAY APPLY.




Two-Factor Authentication: Text Message or Phone Call

» Verify Phone Number

= 6 digit verification code generated ID.me + @& TREASURY

automatically
= Select Continue SECURE YOUR ACCOUNT

Confirm your phone number

Pleaze check your phone for the 6-digit code that
we just sent to you at (571) 243-4703.

Enter the &-digit code

882353

Didn't receive the code? Send it again

10



Two-Factor Authentication: Text Message or Phone Call

» Select Continue

ID.me + & TREASURY

YOUR ACCOUNT IS NOW SECURE

Your phone number can now be used for two-
factor authentication.

=5

Visit ID.me My Account to view and manage two-
factor authentication settings.

Recovery code

A recovery code can be used in the event you lose
access to your two-factor authentication device.

‘ Generate recovery code ‘

‘\

Congratulations! You have enabled
two factor authentication for your
account. Next step is to verify your
identity.

ID.me will send you an email
notification that you enabled two-
factor authentication.

You have enabled two-factor
authentication for your account

Thank you for enabling two-factor authentication for your ID.me account.

Two-factor authentication is an additional layer of security designed to prevent
unauthorized access to your account and protect your information with 1D.me.

From now on, whenever you sign in, you can authenticate yourself using the
following two-factor authentication option:

Text Message or Phone Call — (™) ™*-*703

11



Identity Verification

» Choose a verification method
= Upload photos of your license or state ID (Preferred)
* Highlighted, Slides 13-22
= Upload a photo of your passport

IDme + @ TREASURY

VERIFY YOUR IDENTITY

There are several options for you to verify your

" Upload a photo of your passport card g et Loy
= | don’t live in the United States (International) Well need your permission to use details from

your credit profile and other public sources to
verify your identity. Don’t worry, this won't affect

® Highlighted, Slides 24'32 your credit score.

Choose a verification method

= Upload photos of your license or state ID
-

Upload photos of your driver’s license or
state ID, and enter your social security

number.
Upload a photo of your passport
Upload a photo of your passport and enter
= . 2
your social security number.

@=| Upload photos of your passport card

Upload photos of your passport card and
enter your social security number.

I Ldon't live in the United States I

12



Option 1: Upload Photos of Your License or State ID

» Step 1: Take a photo with your phone

Take a picture with my device (Selected)
Upload a photo

13

ID.me + &) TREASURY

VERIFY YOUR IDEMTITY

Choose how to suibmit photos

In order to werify your identity, pleose moke sure:
1) Your documiEnt |15 15 up o date ard walid
Z) Your document |5 dear and readable

3} You take the photo ana welkii flat surface

YOUR BOELE PHOME MUST HAVE A CAMERA KD i
WLN DROWSER.

OR

Upload a photo




Option 1: Upload Photos of Your License or State 1D

» Step 1: Take a photo with your phone

Enter your phone number
Select Continue

14

IDme + & TREASURY

VERIFY YOUR IDENTITY

Take photos with your phone

Enter your mobile phone number, and we'll text
you a link to take photos of your document.

Enter your mobile phone number

= \

YOUR MOBILE PHOME MUST HAVE A CAMERA AND A
WEB BROWSER.

)




Option 1: Upload Photos of Your License or State ID

» Step 1: Take a photo with your phone
= A text message will be sent to your phone

Note: You current Web browser session is
suspended until you respond to the action
required.

15

IDme + & TREASURY

WAITING FOR YOUR PHOTOS...

We sent a text message to
+1202-705-9107

Please click the link in the text message and
follow the instructions to take your photos.

This screen will automatically refresh
once your photos are received.

C

Didn't receive the text message? Send it again




Option 1: Upload Photos of Your License or State ID

» Step 2: Take a photo with your phone R
= |D.me will send a text to your phone Please click the following link to
) upload a picture of your ID:
= Select on the link from your phone to: Attos//uetity.idme/en shonel
* Upload the front and back of your photo ID PHrxGQeQ

* Upload a selfie photo

=  Once photos are uploaded, ID.me will verify
automatically

TAKE PHOTOS WITH YOUR PHOME

Take photo of your driver's license
{FROMNT)

Take photo of your driver's licensg
{BACK) D]

16



Option 1: Upload Photos of Your License or State ID

» Step 2: Take a photo with your phone
ID.me

=  Once you completed the front and back license
photos and selfie the follow message is displayed
on your phone.

. &=

=  You should return to your browser session &

Your driver's license and selfie
were uploaded

Please go back to the browser on your device to
continue. You may now close this page.

17



Option 1: Upload Photos of Your License or State ID

» Step 2: Take a photo with your phone

= Your browser session indicates the system is in
process of verifying your identity

IDme + & TREASURY

* It may take up to 15 seconds VERIFY YOUR IDENTITY
* An additional screen may appear for manual data Your D is being checked for authenticity.
input if ID.me cannot verify information on your This can take up to 13 seconds.

license

Waiting for processing to complete .

Note: If ID.me cannot verify your
information from your license, an
additional screen may appear for you to
input your data manually.

18



Option 1: Upload Photos of Your License or State ID

» Step 4: Enter Social Security number
=  Enter 9 digits
= A text will be send to cell phone number

ID.me + & TREASURY

VERIFY YOUR IDENTITY

Enter your Social Security number

=  Select Continue

The Social Security number is used as a unique
identifier to confirm identity. This will not affect
your credit score.

eml -

19



Option 1: Upload Photos of Your License or State ID

» Step 5: Confirm information ID.me + & TREASURY
=  Check box — Accept the use of Fair Credit Reporting Act

VERIFY YOUR IDENTITY

= Select Continue o
Confirm your information

W il Sacuirely use the foliowing infarmation o
werify your identity against trusted sources.

What does this meon?

Staie VA
Tip Code | |

[Pione numiber EHNT

Mot phcne. I

The imfcemnation Mo provided ks oomeat, ond | ooccpt
D(rnm:almtc?cd:m:' gy Ack dofo bo warthy mry
bdcatity.

Whot ks Tha Federal Fair Crodit Reporting Aot?

fack m

Note: Please verify the information listed

20



Option 1: Upload Photos of Your License or State ID

» St

ep 2: Take a photo with your phone

Your browser session indicates the system is in
process of verifying your identity

* |t may take up to 10 seconds

* |D.me will send you a Congratulation email

* Skip slide 24 if ID.me completed your identity
verification

Note: If ID.me cannot verify your SSN or
phone number, an additional screen may
appear for you to input your data manually.

21

ID.me + & TREASURY

VERIFY YOUR IDENTITY

Your information is being checked for authenticity.
This can take up to 10 seconds.

Waiting for processing to complete ..




Option 1: Upload Photos of Your License or State ID

» ID.me could not verify your identity
= Select Verify Identify via Video Call
= Start Over (Optional)

ID.me + & TREASURY

* Select one of the options to setup two-factor Wae couldn't verify your identity
authent'catlon Complete your identity verification through a
virtual in-person video call with an ID.me Trusted
» Text Message or Phone Call (Preferred) Referee agent.

» Push Notification

» FIDO U2F Security Key

» Mobile Yubikey

Unable to confirm phone number

Error Code; E4306 - 69F099C5C9CD

Start over

Have more questions?
visit ID.me Support.

22



Option 2: How to start a Virtual In-Person Proofing Session

Option 1: User initiates Virtual In-Person

Identity Proofing by selecting “l don’t live in
the United States”

VERIFY YOUR IDENTITY

There are several options for you to verify your identity and
this process only takes a few minutes. You'll only
need to verify your identity once.

We'll need your permission to use details from your credit
profile and other public sources to verify your identity.
Don't worry this won't affect your credit score

This process only takes a few minutes.

Choose a verification method

Upload photos of your driver’s license

Upload photos of your driver’s license and enter your
social security number, Then we'll confirm your identity
with public records.

Start Now

Q| Upload a photo of your passport
=| Upload a photo of your passport and enter your social

security number. Then we'll confirmyour identity with

public records,

Start Now

Upload photos of your passport Card

Upload photos of your passport and enter your social

security number. Then we'll confirm

your identity with public records.

Start Now

| don't live in the United States _

Option 2: User initiates Virtual In-Person
Identity Proofing after one unsuccessful

online (self-service) identity proofing
attempts

ID.me +

We couldn’t verify your identity

Complete your identity verification through a
virtual in-person video session with an ID.me
Trusted Referee agent.

Verify Identity via Video Call h

We're sorry, but your information could not be
verified. Please ensure that your information was
entered correctly and try again

Error Code: E4201 - B7E4D6E15713

Retry Verification

Have more questions?

Visit ID.me Support

What is ID.me? | Terms of Service Privacy Policy

23



Option 2: Virtual In-Person Identity Proofing Flow: Step 1

ID.me
» The user is given an ook AN Dt peTy
overview of the 3 step

identity verification
process

Trusted Referee in three easy steps

1) Cenfirm your personal information

2) Select and upload identification documents

» When they are ready e
to proceed they select
”G et St a rte d 7 et your entiy verfied i 15 minutes or ece!

EES ARI
IFICATIS
TITY DU
Go Back Get Started
W D.me? m 1a'

24




Option 2: Virtual In-Person Identity Proofing Flow: Step 2

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

» The user confirms that
their personal
information shown on

Email*

the screen is accurate _—
and selects “Continue” e

25



Option 2: Virtual In-Person Identity Proofing Flow: Step 3

» The user confirms that
the address shown on
the screen is their
current or most recent
address and selects
“Continue”

26

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Confirm your personal address

your current or most recent address is different than what

is shown below, please update it now.

== United States

urrent Home Address

1202 Leesburg Pike

City
Falls Church

ttttt Zip Co

‘ Virgini ‘ 22043

‘ Go Back ‘ Continue
w m erms of y ¥




Option 2: Virtual In-Person Identity Proofing Flow: Step 4

» The user is given the option to

upload 2 Primary IDs or 1
Primary and 2 Secondary IDs as
evidence

In this example the user chose 2
Primary IDs and was prompted
to select them via the dropdown
menu at the bottom of the
screen

The user chose U.S. Passport
and Driver’s License, which we
will see on the next screen

27

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

)
+|E=
+ |0
I3

We need two primary IDs or one primary
plus two secondary IDs to proceed

You'll need to submit images of the original documents,
not photo copies.

Primary ID #1 [ U.S. Passport ¢]

o You have already uploaded this document.

Primary ID #2 [ Select a document ¢]




Option 2: Virtual In-Person Identity Proofing Flow: Step 5

» The user is given the
option to either upload
photos of their
documents from their
computer or take them
directly with their
mobile phone

28

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Chose how to securely submit photos




Option 2: Virtual In-Person Identity Proofing Flow: Step 6

ID.me
> The user | S ta ken MEET WITH A:gtljjiTlgr; rl:_Er.lf_E&'EETOVERIFY
th rOugh eaCh Step Of Required documentation
the upload process
based on the pieces of o
identity evidence they e
selected o reen
e
=

29



Option 2: Virtual In-Person Identity Proofing Flow: Step 7

» The user enters
their mobile phone
number where they
will be texted a link
to capture a photo
of themselves
(selfie capture)

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Take a selfie

Enter your mobile phone number, and we'll text you a

link to take a selfie.
Phone

==~ (703) 953-2346 ‘

Your mobile phone must have a camera and web
browser.

|III|HHHHHIHHIIIII

‘ Go Back ‘

30




Option 2: Virtual In-Person Identity Proofing Flow: Step 8

» Once the user captures
and successfully
uploads their selfie,
they will receive a
confirmation screen
that prompts them to
return to their original
browser to resume the
session

ID.me

Your documents and selfie have been
uploaded

Please go back to the browser on your computer to
continue. You may now close this page.

What is ID.me? | Terms of Service 1| Privacy Policy

31




Option 2: Virtual In-Person Identity Proofing Flow: Step 9

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Confirm your information

» The user reviews their

from your credit profile

Full Legal Name EDIT

personal information to

Middle Name

Last Name PERSINGER

ensure it is correct and

Current home address EDIT

Street 1202 Leesburg Pike

then selects “continue”

State VA
Zip Code 22043
Country US

Phone EDIT

Mobile Number +1 703-953-2346

Documents and Selfie

o Driver's License Reupload

0 U.S. Passport Reupload

a Selfie Retake

Continue

32



Website Redirect

» User will experience either of these two results:

1) User session is successfully redirected back to CFIUS for testing

A | Submissions | ContactUs | The

.S. Department of the Treasury

Home > Profile

Profile

Please provide some information about yourself.

] The First Name and Last Name you provide will be displayed alongside any comments,
forum posts, or ideas you make on the site.

The Email Address and Phone number will not be displayed on the site.

Your Organization and Title are optional. They will be displayed with your comments and
forum posts.

Profile

Submissions

2) Redirect failure. (This is a known error. Follow slides 34 — 38 to logon to CFIUS)

‘@' https.//devadfs.treasury.gov/adfs/ls/ v ﬂ OH Search.. p v ‘ /VLI'D VR c:

P

Department of the Treasury
Development Enterprise
ADFS

An errar occurred

An error occurred. Contact your agministrator for more
information.

Error defails

33



Logon to CFIUS Portal

» Launch CFIUS Portal URL
= https://cfius.high.powerappsportals.us

» Select Sign In

A | Submissions | ContactUs | Signin

U.S. Department of the Treasury

COMMITTEE ON FOREIGN INVESTMENT IN THE UNITED
STATES (CFIUS)

CASE MANAGEMENT SYSTEM

Instructions

Later in May 2020, the Department of the Treasury will begin using this Case Management System (CMS), which will allow parties and
counsellrepresentatives to submit all transaction-related information to CFIUS through a secure web portal hosted by the Department of the Treasury.

Additional details and instructions will be available prior to the release of the CFIUS CMS.

Persons planning to file a notice or submit a declaration around late May or after should consider creating an account at ID.me, a secure online identity

verification platform An ID me account will be required in order to access the CFIUS CMS once if is released

34


https://cfius.high.powerappsportals.us/
https://cfius.high.powerappsportals.us/

ID.me Sign In

> Select ID.me

& rtps/

ifs treasury.qov/adfs

Twrealm=https%3A%2F %2F cfius high.powerappsportals.us362F 8wctx=WsFed OwinState3D5g8G3T51nOHP15491KnS_5kQsFIM3oBiXFFExqTECrSn2lwd1adkh0B00VIZ8zAKhW-MbIBg1 RavtshmIFfuyb0-L ~ @ C || Search..,

lealm Discovery X |j

It View Favorites Tools Help

Treasury Enterprise
Federation Service

Sign in with one of these accounts

Department of Homeland Security

H Bureau of Alcohol Tobacco and Fireg|

IDme 1D.me
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Logon to CFIUS Portal

» Sign in with ID.me Account

ID.me

Sigl"l In or sign up for an account

Email

Password

36



Logon to CFIUS Portal

» Complete Logon
= Receive authentication code via phone
= Select Continue (left)
= Select Continue (right)

ID.me ID.me

COMPLETE YOURSIGN IN COMPLETE YOUR SIGN IN

Receive authentication code via phone .
Confirm your phone number

A Please check your phone for the 6-digit code that
E g We just sent 1o you at (***) ***.+703,
Text message Fhone call Enter the 6-digit code
469602

You will receive a code at the following number

@ Et“} R ]

|\

37

Didn't receive the code? Send it agaip




Log On

A | Submissions | ContactUs |

U.S. Department of the Treasury

Home = Profile

Profile

F

Profile

Submissions

Please provide some information about yourself.

The First Name and Last Name you provide will be displayed alongside any comments,
forum posts, or ideas you make on the site.

The Email Address and Phone number will not be displayed on the site.

Your Organization and Title are optional. They will be displayed with your comments and
forum posts.

Note: Success logon (authentication) to CFIUS
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