APPENDIX 1

Good Accounting Obligation in Government Act Report for Fiscal Year 2023 Budget Justification Submission
Implementation Status of Government Accountability Office (GAO) Recommendations

Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
PARTNERSHIPS AND S GAO-14-453 05/14/2014  [Tax Administration and While IRS works to improve the quality of its Schedule K-1 data, develop a plan for [IRS Rejected. IRS disagreed with the
CORPORATIONS: IRS Needs to Improve Compliance conducting testing or other analysis to determine whether the improved Schedule K- recommendation. IRS understands the objective
Information to Address Tax Noncompliance 1 data, perhaps combined with other IRS information about businesses and of this recommendation and, at such time that
taxpayers, could be used more effectively to ensure compliance with the reporting resources are available to enhance capabilities,
of flow-through income. we would consider this methodology of
advanced testing. However, currently we will not
be pursing the actions recommended. IRS views
this GAO recommendation as not providing a
sufficient return on investment to warrant
allocating limited resources for implementing the
recommendation.
PRIVATE PENSIONS: Targeted Revisions |GAO-14-441 07/07/2014  [Administration of Program |To improve the usefulness, reliability, and comparability of Form 5500 data for all [IRS Implemented and Awaiting Auditor Verification
Could Improve Usefulness of Form 5500 Operations stakeholders while limiting the burden on the filing community, we recommend the
Information Secretaries of DOL and Treasury, and the Director of PBGC consider implementing
the findings from our panel when modifying plan investment and service provider
fee information, including: revise Schedule H plan asset categories to better match
current investment vehicles and provide more transparency into plan investments;
PRIVATE PENSIONS: Targeted Revisions [GAO-14-441 07/07/2014  [Administration of Program |To improve the usefulness, reliability, and comparability of Form 5500 data for all [IRS Implemented and Awaiting Auditor Verification
Could Improve Usefulness of Form 5500 Operations stakeholders while limiting the burden on the filing community, we recommend the
Information Secretaries of DOL and Treasury, and the Director of PBGC consider implementing|
the findings from our panel when modifying plan investment and service provider
fee information, including: revise the Schedule of Assets attachments to create a
standard searchable format;
PRIVATE PENSIONS: Targeted Revisions |GAO-14-441 07/07/2014  [Administration of Program |To improve the usefulness, reliability, and comparability of Form 5500 data for all [IRS Rejected. IRS disagreed with the
Could Improve Usefulness of Form 5500 Operations stakeholders while limiting the burden on the filing community, we recommend the recommendation. IRS currently does not have
Information Secretaries of DOL and Treasury, and the Director of PBGC consider implementing the funding and staffing needed to develop the
the findings from our panel when modifying plan investment and service provider type of electronic repository that GAO has
fee information, including: recommended. Further, IRS views this GAO
develop a central repository for EIN and PN numbers for filers and service recommendation as not providing a sufficient
providers to improve the comparability of form data across filings; return on investment to warrant allocating
limited resources for implementing the
recommendation. IRS has been in-touch with
GAO on this recommendation in August & Sept
2021; awaiting GAO's agreement that the issue
is resolved/closed for IRS.
PRIVATE PENSIONS: Targeted Revisions |GAO-14-441 07/07/2014  [Administration of Program |To improve the usefulness, reliability, and comparability of Form 5500 data for all [IRS Rejected. IRS disagreed with the

Could Improve Usefulness of Form 5500
Information

Operations

stakeholders while limiting the burden on the filing community, we recommend the
Secretaries of DOL and Treasury, and the Director of PBGC consider implementing|
the findings from our panel when modifying plan investment and service provider
fee information, including: clarify Schedule C instructions for direct, eligible
indirect, and reportable indirect compensation so plan fees are reported more
consistently and, as we recommended in the past, better align with the 408(b)(2) fee
disclosures;

recommendation. The collection of information
via Schedule C is within the exclusive
jurisdiction of the DOL pursuant to Title I of
ERISA. Accordingly, the IRS must defer to the
DOL on the action and timing for those
recommendations. IRS has been in-touch with
GAO on this recommendation in August & Sept
2021; awaiting GAO's agreement that the issue
is resolved/closed for IRS.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
PRIVATE PENSIONS: Targeted Revisions |GAO-14-441 07/07/2014  [Administration of Program |To improve the usefulness, reliability, and comparability of Form 5500 data for all [IRS Rejected. IRS disagreed with the
Could Improve Usefulness of Form 5500 Operations stakeholders while limiting the burden on the filing community, we recommend the recommendation. The collection of information
Information Secretaries of DOL and Treasury, and the Director of PBGC consider implementing| via Schedule C is within the exclusive
the findings from our panel when modifying plan investment and service provider jurisdiction of the Department of Labor (DOL)
fee information, including: simplify and clarify Schedule C service provider codes pursuant to Title I of ERISA. Accordingly, IRS
to increase reporting consistency. must defer to the DOL on the action and timing
for those recommendations. IRS has been in-
touch with GAO on this recommendation in
August & Sept 2021; awaiting GAO's agreement
that the issue is resolved/closed for IRS.
LARGE PARTNERSHIPS: With Growing [GAO-14-732 09/18/2014  |Tax Administration and Track the results of large partnerships audits: (a) define a large partnership based  [IRS Implemented and Awaiting Auditor Verification
Number of Partnerships, IRS Needs to Compliance on asset size and number of partners; (b) revise the activity codes to align with the
Improve Audit Efficiency large partnership definition; and (c) separately account for field audits and campus
audits.
LARGE PARTNERSHIPS: With Growing |GAO-14-732 09/18/2014  [Tax Administration and Analyze the audit results by these activity codes and types of audits to identify IRS PCA Due Date: Sept-2022
Number of Partnerships, IRS Needs to Compliance opportunities to better plan and use IRS resources in auditing large partnerships.
Improve Audit Efficiency
INDIVIDUAL GAO-15-16 10/20/2014  [Tax Administration and To improve IRS's ability to detect and pursue noncompliance associated with IRS Implemented and Awaiting Auditor Verification
RETIREMENT ACCOUNTS: IRS Could Compliance undervalued assets sheltered in IRAs and prohibited transactions, we recommend
Bolster Enforcement on that the Commissioner of Internal Revenue: (1) Work in consultation with the
Multimillion Dollar Accounts, but More Department of the Treasury on a legislative proposal to expand the statute of
Direction from limitations on IRA noncompliance to help IRS pursue valuation-related
Congress Is Needed misreporting and prohibited transactions that may have originated outside the
current statute's 3-year window.
INDIVIDUAL GAO-15-16 10/20/2014  |Tax Administration and To help taxpayers better understand compliance risks associated with certain IRA  [IRS Implemented and Awaiting Auditor Verification
RETIREMENT ACCOUNTS: IRS Could Compliance choices and improve compliance, we recommend that the Commissioner of
Bolster Enforcement on Revenue: (1) Building on research data on IRAs holding nonpublic assets, identify
Multimillion Dollar Accounts, but More options to provide outreach targeting taxpayers with nonpublic IRA assets and their
Direction from custodians, such as reminder notices that engaging in prohibited transactions can
Congress Is Needed result in loss of the IRA's tax-favored status.
Management Report: Improvements Are GAO-15-480R 05/29/2015  [Financial Statements ‘We recommend that you direct the appropriate IRS officials to take the following  [IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue action: (1) Establish procedures to monitor whether non-IRS contractors with
Service's Internal Control over Financial unescorted physical access to IRS facilities are receiving unauthorized access
Reporting awareness training.
Management Report: Improvements Are GAO-15-480R 05/29/2015  [Financial Statements ‘We recommend that you direct the appropriate IRS officials to determine why staff [IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue did not consistently comply with IRS's existing requirements for the final candling
Service's Internal Control over Financial of receipts at SCCs and lockbox banks, including logging remittances found during
Reporting final candling on the final candling log at the time of discovery, safeguarding the
remittances at the time of discovery, transferring the remittances to the deposit unit
promptly, and passing one envelope at a time over the light source, and based on
this determination, establish a process to better enforce compliance with these
requirements.
PATIENT PROTECTION AND GAO-15-540 07/29/2015  |Tax Administration and To strengthen oversight of the individual shared responsibility and premium tax IRS Implemented and Awaiting Auditor Verification
AFFORDABLE CARE ACT: IRS Needs to Compliance credit provisions, we recommend that the Commissioner of Internal Revenue take
Strengthen Oversight of Tax Provisions for the following action: Assess whether or not the data received from the health
Individuals insurance marketplaces are sufficiently complete and accurate to enable effective
correction of tax returns at-filing based on matching with the marketplace data and,
if the assessment determines that such corrections would be effective, seek
legislative authority to correct tax returns at-filing based on the marketplace data.
IRS CASE SELECTION: Collection Process | GAO-15-647 07/29/2015  [Tax Administration and Establish, document, and implement clear objectives for the collection program and [IRS Implemented and Awaiting Auditor Verification

Is Largely Automated, but Lacks Adequate
Internal Controls

Compliance

enterprise-wide case categorization and routing processes, and define key terms,
such as "fairness" and "risk."




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
IRS CASE SELECTION: Collection Process |GAO-15-647 07/29/2015  |Tax Administration and Build upon existing Enterprise Risk Management (ERM) guidance to help IRS Implemented and Awaiting Auditor Verification
Is Largely Automated, but Lacks Adequate Compliance managers identify internal and external risks to collection program objectives, and
Internal Controls better understand how long-standing risk processes integrate with new ERM
approaches; incorporate this guidance into existing or future ERM or collection
program risk assessment processes.
IRS CASE SELECTION: Automated GAO-15-744 09/10/2015  [Tax Administration and Establish, document, and implement objectives for the collection program and IRS Implemented and Awaiting Auditor Verification
Collection System Lacks Key Internal Compliance ACS, and define the key term of "fairness" as it applies to collection activities,
Controls Needed to Ensure the Program which can be communicated to IRS staff.
Fulfills Its Mission
IRS Referral Programs: Opportunities Exist [GAO-16-155 02/23/2016  |Tax Administration and The Commissioner of Internal Revenue should direct the referral programs to IRS Implemented and Awaiting Auditor Verification
to Strengthen Controls and Increase Compliance establish a mechanism to coordinate on a plan and timeline for developing a
Coordination across Overlapping Programs consolidated, online referral submission in order to better position IRS to leverage
specialized expertise while exploring options to further consolidate the initial
screening operations.
Management Report: Improvements Are GAO-16-457R 05/18/2016  [Financial Statements Determine the reason(s) why staff did not always comply with IRS's established IRS On hold. Agreed with the recommendation. IRS
Needed to Enhance the Internal Revenue policies and procedures related to initiating, monitoring, and reviewing the has submitted business requirements to automate
Service's Internal Control over Financial monitoring of manual refunds and, based on this determination, establish a process this process; however, the programming work
Reporting to better enforce compliance with these requirements. has not started due to funding constraints.
Management Report: Improvements Are GAO-16-457R 05/18/2016  [Financial Statements Identify the cause of and implement a solution for dealing with the periodic IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue backlogs of ICO inventory that is hampering the performance of quality reviews.
Service's Internal Control over Financial
Reporting
Management Report: Improvements Are GAO-16-457R 05/18/2016  [Financial Statements Establish and implement monitoring procedures designed to reasonably assure that [IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue the key detailed information for tangible capitalized P&E is properly recorded and
Service's Internal Control over Financial updated in the KISAM system.
Reporting
Refundable Tax Credits: Comprehensive GAO-16-475 05/27/2016  |Tax Administration and To strengthen efforts to identify and address noncompliance with the EITC, ACTC, [IRS Rejected. IRS disagreed with the
Compliance Strategy and Expanded Use of Compliance and AOTC, we recommend that the Commissioner of Internal Revenue direct recommendation. By remaining committed to
Data Could Strengthen IRS's Efforts to Refundable Credits Policy and Program Management (RCPPM) to, take necessary estimating the tax gap and voluntary compliance
Address Noncompliance steps to ensure the reliability of collections data and periodically review those data rate, the IRS will be able to ascertain whether it
to (a) compute a collections rate for post-refund enforcement activities and (b) is broadly making progress toward the goal of
determine what additional analyses would provide useful information about increasing voluntary compliance, without a
compliance results and costs of post-refund audits and document-matching reviews. quantitative target. The voluntary
compliance/tax gap data are not effective for
making strategic, operational decisions. They
are all-encompassing measures, affected by IRS
actions and non-IRS factors; therefore, it will be
next to impossible to isolate the effects of any
given action.
Tax Debt Collection: IRS Needs to Define |GAO-16-787 09/13/2016  [Tax Administration and The Commissioner of Internal Revenue should develop, document, and IRS Implemented and Awaiting Auditor Verification
Field Program Objectives and Assess Risks Compliance communicate Field Collection program and case selection objectives, including the
in Case Selection role of fairness, in clear and measurable terms sufficient for use in internal control.
Tax Debt Collection: IRS Needs to Define  [GAO-16-787 09/13/2016  |Tax Administration and The Commissioner of Internal Revenue should develop, document, and implement [IRS Implemented and Awaiting Auditor Verification
Field Program Objectives and Assess Risks Compliance performance measures clearly linked to the Field Collection program and case
in Case Selection selection objectives.
Tax Debt Collection: IRS Needs to Define |GAO-16-787 09/13/2016  [Tax Administration and The Commissioner of Internal Revenue should incorporate program and case IRS Implemented and Awaiting Auditor Verification

Field Program Objectives and Assess Risks
in Case Selection

Compliance

selection objectives into existing risk management systems or use other approaches
to identify and analyze potential risks to achieving those objectives so that Field
Collection can establish risk tolerances and appropriate control procedures to
address risks.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
Tax Debt Collection: IRS Needs to Define  [GAO-16-787 09/13/2016  |Tax Administration and The Commissioner of Internal Revenue should develop, document, and IRS Implemented and Awaiting Auditor Verification
Field Program Objectives and Assess Risks Compliance communicate control procedures guidance for group managers to exercise
in Case Selection professional judgment in the Field Collection program case selection process to
achieve fairness and other program and collection case selection objectives.
Tax Debt Collection: IRS Needs to Define |GAO-16-787 09/13/2016  [Tax Administration and The Commissioner of Internal Revenue should develop, document, and implement [IRS Implemented and Awaiting Auditor Verification
Field Program Objectives and Assess Risks Compliance procedures to periodically monitor and assess the design and operational
in Case Selection effectiveness of both automated and manual control procedures for collection case
selection to assure their continued effectiveness in achieving program objectives.
Retirement Security: Improved Guidance GAO-17-102 01/09/2017  |Tax Administration and Provide guidance to IRA owners and custodians on how to determine and IRS Implemented and Awaiting Auditor Verification
Could Help Account Owners Understand the Compliance document fair market value (FMV) for certain categories of hard-to -value
Risks of Investing in Unconventional Assets unconventional assets. For example, IRS could consider updating Form 5498
instructions to custodians on how to document FMV for hard-to-value assets (e.g.,
last-known FMV based on independent appraisal, acquisition price) and provide
guidance directed at account owners that provides examples of how to ascertain
FMV for different types of unconventional
assets.
Improper Payments: Improvements Needed [GAO-17-467 07/13/2017  |Improper Payments Assess the program against applicable IPIA-defined thresholds and conclude on its [IRS Implemented and Awaiting Auditor Verification
in CMS and IRS Controls over Health susceptibility to significant improper payments, and revise the scope of its improper
Insurance Premium Tax Credit payments susceptibility assessment for the PTC program to include instances in
which advance PTC is greater than or equal to the amount of PTC claimed on the
tax return. If the program meets the IPIA definition for being susceptible to
significant improper payments based on this assessment, estimate and report
improper payments
associated with the PTC program consistent with IPIA requirements.
Improper Payments: Improvements Needed [GAO-17-467 07/13/2017  |Improper Payments Assess and document the feasibility of approaches for incorporating information IRS Implemented and Awaiting Auditor Verification
in CMS and IRS Controls over Health from the marketplaces on individuals who did not demonstrate that they met the
Insurance Premium Tax Credit eligibility requirements for citizenship or lawful presence in the tax compliance
process. If determined feasible, IRS should work with Treasury to require
marketplaces to periodically provide such information on individuals and use such
information to recover advance PTC made for those individuals.
IRS Needs Specific Goals and Strategies for |GAO-18-39 11/30/2017  |Tax Administration and The Commissioner of Internal Revenue should re-establish long-term, quantitative [IRS Rejected. IRS disagreed with the
Improving Compliance Compliance goals for improving voluntary compliance. recommendation. By remaining committed to
estimating the tax gap and voluntary compliance
rate, the IRS will be able to ascertain whether it
is broadly making progress toward the goal of
increasing voluntary compliance, without a
quantitative target. The voluntary
compliance/tax gap data are not effective for
making strategic, operational decisions. They
are all-encompassing measures, affected by IRS
actions and non-IRS factors; therefore, it will be
next to impossible to isolate the effects of any
given action. The IRS published tax gap
estimates in September 2019 and is planning to
release tax gap estimates again in 2022.
IRS Needs Specific Goals and Strategies for |GAO-18-39 11/30/2017  |Tax Administration and The Commissioner of Internal Revenue should instruct the appropriate officials to [IRS PCA Due Date: Apr-2022

Improving Compliance

Compliance

develop and document a strategy that outlines how IRS will use National Research
Program data to update compliance strategies that could help address the tax gap.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
TAX FRAUD AND NONCOMPLIANCE: |GAO-18-224 01/30/2018  |Tax Administration and The Acting Commissioner of Internal Revenue should assess options for improving [IRS Rejected. IRS disagreed with the
IRS Can Strengthen Pre-refund Verification Compliance enforcement of late W-2 filing penalties, for example, by mailing notices before the recommendation. Penalties for late-filed,
and Explore More Uses next filing deadline. incorrect media, and missing/incorrect TINs are
TAX FRAUD AND NONCOMPLIANCE: |GAO-18-224 01/30/2018  [Tax Administration and The Acting Commissioner of Internal Revenue should assess the benefits and costs [IRS Implemented and Awaiting Auditor Verification
IRS Can Strengthen Pre-refund Verification Compliance of additional uses and applications of W-2 data for pre-refund compliance checks,
and Explore More Uses such as addressing underreporting, employment fraud, and other fraud or
noncompliance before issuing refunds.
TAX FRAUD AND NONCOMPLIANCE: |GAO-18-224 01/30/2018  |Tax Administration and Based on the assessment in Recommendation 5, the Acting Commissioner of IRS Implemented and Awaiting Auditor Verification
IRS Can Strengthen Pre-refund Verification Compliance Internal Revenue should implement any identified changes to improve pre-refund
and Explore More Uses compliance checks.
WORKPLACE RETIREMENT GAO-18-19 03/03/2018  [Administration of Program |The IRS Commissioner should review taxation issues relating to distributions IRS PCA Due Date: Oct-2022
ACCOUNTS: Better Guidance and Operations involving incorrect participant addresses and uncashed benefit checks and clarify
Information Could Help Plan Participants at for the public the Internal Revenue Code's requirements in these circumstances.
Home and Abroad Manage Their Retirement
Savings
WORKPLACE RETIREMENT GAO-18-19 03/03/2018  [Administration of Program |The IRS Commissioner should consider revising the letter forwarding programina [IRS Rejected. IRS disagreed with the
ACCOUNTS: Better Guidance and Operations cost effective manner to again provide information on behalf of plan sponsors on recommendation. Guidance the Department of
Information Could Help Plan Participants at unclaimed retirement accounts to participants. Labor issued in 2014 affirms the steps plan
Home and Abroad Manage Their Retirement administrators can take to locate missing
Savings participants which is based on widespread use of|
commercially available locator services. With
limited IRS staff and resources and the many
locator services commercially available today, it
is not feasible for the IRS to reinstate this
program. Further, IRS views this GAO
recommendation as not providing a sufficient
return on investment to warrant allocating
limited resources for implementing the
recommendation.
WORKPLACE RETIREMENT GAO-18-19 03/03/2018  [Administration of Program | The IRS Commissioner should clarify how U.S. individuals are to report their IRS PCA Due Date: Oct-2022
ACCOUNTS: Better Guidance and Operations foreign retirement accounts. The clarification could include addressing how these
Information Could Help Plan Participants at accounts should be designated and how the taxpayer should report contributions,
Home and Abroad Manage Their Retirement earnings, and distributions made from the account.
Savings
WORKPLACE RETIREMENT GAO-18-19 03/03/2018  [Administration of Program |The IRS Commissioner should systematically analyze data reported through Form [IRS Rejected. IRS disagreed with the
ACCOUNTS: Better Guidance and Operations 8938 filings on foreign retirement accounts owned by U.S. individuals with the goal recommendation. The modification to the Form
Information Could Help Plan Participants at of developing an evidence-based understanding of how these accounts change over 8938 suggested in this recommendation may
Home and Abroad Manage Their Retirement time and what level of risk these accounts pose for tax evasion. To assist with this seem minor, but systemically collecting and
Savings analysis, IRS should consider revising Form 8938 to more clearly distinguish analyzing the data would require resources
between retirement accounts and other types of accounts or assets being reported beyond those currently available to IRS.
by taxpayers under current reporting requirements. Further, IRS views this GAO recommendation as
not providing a sufficient return on investment
to warrant allocating limited resources for
implementing the recommendation.
WORKPLACE RETIREMENT GAO-18-19 03/03/2018  [Administration of Program |The IRS Commissioner should take steps to improve the likelihood that the Notice [IRS PCA Due Date: Oct-2022

ACCOUNTS: Better Guidance and
Information Could Help Plan Participants at
Home and Abroad Manage Their Retirement
Savings

Operations

of Potential Private Pension Benefit Information corresponds to actual retirement
benefits in the future, for example, by working with the Social Security
Administration as necessary.
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Management Report: Improvements Are GAO-18-393R 05/07/2018  [Financial Statements Develop and implement policies in the IRM for conducting and monitoring the IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue Submission Processing internal control review. These policies should include or be
Service's Internal Control over Financial accompanied by procedures to (1) assess and update the review questions and cited
Reporting IRM criteria to reasonably assure they align with the controls under review, (2)
periodically evaluate and document a review of the error threshold methodology to
assess its current validity based on changes to the operating environment, (3) report
findings identified in the Findings and Corrective Actions Report, and (4) assess
and monitor (a) safeguarding internal control activities across all work shifts,
particularly during peak seasons, (b) safeguarding internal control activities for the
appropriate use and destruction of hardcopy taxpayer information, and (c) the
results of relevant functional level reviews. (Recommendation 18-03)
Management Report: Improvements Are GAO-18-393R 05/07/2018  [Financial Statements Develop and implement policies in the IRM for conducting and monitoring the IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue AEHR review. These policies should include or be accompanied by procedures for
Service's Internal Control over Financial IRS management responsible for establishing policies related to safeguarding
Reporting controls to (1) periodically monitor the results of the review and (2) reasonably
assure that corrective actions for all identified deficiencies are tracked until fully
implemented. (Recommendation 18-05)
INFORMATION TECHNOLOGY: IRS GAO-18-298 06/28/2018  [Information Technology |The Commissioner of the IRS should ensure the operational analysis for IMF fully [IRS Implemented and Awaiting Auditor Verification
Needs to Take Additional Actions to addresses greater utilization of technology or consolidation of investments to better
Address Significant Risks to Tax Processing meet organizational goals.
INFORMATION TECHNOLOGY: IRS GAO-18-298 06/28/2018  [Information Technology |The Commissioner of the IRS should ensure the operational analysis for TSS IRS Implemented and Awaiting Auditor Verification
Needs to Take Additional Actions to addresses the extent to which the investments support customer processes as
Address Significant Risks to Tax Processing designed, and how well the investments are delivering the goods or services they
were designed to deliver.
INFORMATION TECHNOLOGY: IRS GAO-18-298 06/28/2018  [Information Technology |The Commissioner of the IRS should fully implement the risk management key IRS Implemented and Awaiting Auditor Verification
Needs to Take Additional Actions to practice associated with mitigating risk for the MSSS investment.
Address Significant Risks to Tax Processing
INFORMATION TECHNOLOGY: IRS GAO-18-298 06/28/2018  [Information Technology |The Commissioner of the IRS should fully implement IT workforce planning IRS PCA Due Date: Jan-2023
Needs to Take Additional Actions to practices, including the following actions (1) setting the strategic direction for
Address Significant Risks to Tax Processing workforce planning; (2) analyzing the workforce to identify skill gaps; (3)
developing strategies and implementing activities to address skill gaps; and (4)
monitoring and reporting on progress in addressing skill gaps.
Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  [Tax Administration and The Commissioner of Internal Revenue should establish a policy for conducting IRS Implemented and Awaiting Auditor Verification
Taxpayer Authentication Efforts Compliance risk assessments for telephone, in-person, and correspondence channels for
authentication. This policy should include, for example, the frequency of
assessments to be performed and timeframes for addressing deficiencies.
Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  |Tax Administration and Consistent with the policy developed in Recommendation 3, the Commissioner of [IRS Implemented and Awaiting Auditor Verification
Taxpayer Authentication Efforts Compliance Internal Revenue should direct the Identity Assurance Office and IRS business
owners to develop a plan for performing risk assessments for telephone, in-person,
and correspondence channels for authentication.
Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  [Tax Administration and The Commissioner of Internal Revenue should establish a mechanism to collect IRS Implemented and Awaiting Auditor Verification
Taxpayer Authentication Efforts Compliance data on outcomes for telephone, in-person, and correspondence authentication,
consistent with federal standards for internal control.
Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  |Tax Administration and The Commissioner of Internal Revenue should revise or establish, as appropriate, [IRS PCA Due Date: Apr-2022
Taxpayer Authentication Efforts Compliance procedures to ensure data quality in the Account Management Services (AMS)
consistent with federal standards for internal control.
Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  [Tax Administration and The Commissioner of Internal Revenue should ensure that IRS business units have [IRS Implemented and Awaiting Auditor Verification

Taxpayer Authentication Efforts

Compliance

access to complete AMS data to monitor authentication performance and identify
potential issues.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status

Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  |Tax Administration and In accordance with the plan developed in Recommendation 8, the Commissioner of [IRS PCA Due Date: Feb-2023

Taxpayer Authentication Efforts Compliance Internal Revenue should implement improvements to IRS's systems to fully

implement NIST's new guidance.
Identity Theft: IRS Needs to Strengthen GAO-18-418 07/23/2018  [Tax Administration and Based on the approach developed in Recommendation 10, the Commissioner of IRS Implemented and Awaiting Auditor Verification
Taxpayer Authentication Efforts Compliance Internal Revenue should include and prioritize these options, as appropriate, in
IRS's Identity Assurance Strategy and Roadmap.

INFORMATION SECURITY: IRS Needs to (GAO-18-391 07/31/2018  [Financial Statements The Commissioner of Internal Revenue should take steps to improve the IRS Implemented and Awaiting Auditor Verification

Rectify Control Deficiencies That Limit Its implementation of IRS's information security program by documenting access

Effectiveness in Protecting Sensitive authorizations for non-unique accounts.

Financial and Taxpayer Data

INFORMATION SECURITY: IRS Needs to |GAO-18-391 07/31/2018  [Financial Statements The Commissioner of Internal Revenue should take steps to improve the IRS Implemented and Awaiting Auditor Verification

Rectify Control Deficiencies That Limit Its implementation of IRS's information security program by reviewing non- unique

Effectiveness in Protecting Sensitive accounts at least annually, per IRS's policy.

Financial and Taxpayer Data

Tax Fraud and Noncompliance: IRS Could |GAO-18-544 08/23/2018  |Tax Administration and Based on the assessment in recommendation 2, the Commissioner of Internal IRS On hold. Agreed with the recommendation.

Further Leverage the Return Review Compliance Revenue should implement the most cost-effective method to digitize information This Recommendation hold has been extended

Program to Strengthen Tax Enforcement provided by taxpayers who file returns on paper. until 08/23/2022. The pilot at the Lockbox
operation remains in early stages of
development. Close monitoring of the process is
taking place to mitigate any possible technical or
legal issues. Key personnel has been identified
for advice and resolution.

Tax Fraud and Noncompliance: IRS Could [GAO-18-544 08/23/2018  |Tax Administration and The Commissioner of Internal Revenue should evaluate the costs and benefits of ~ [IRS Implemented and Awaiting Auditor Verification

Further Leverage the Return Review Compliance expanding RRP to analyze individual returns not claiming refunds to support other

Program to Strengthen Tax Enforcement enforcement activities.

Tax Fraud and Noncompliance: IRS Could |GAO-18-544 08/23/2018  [Tax Administration and Based on the assessment in recommendation 4, the Commissioner of Internal IRS On hold. Agreed with the recommendation.

Further Leverage the Return Review Compliance Revenue should expand RRP to support identified activities. After the work done with IT and SBSE to

Program to Strengthen Tax Enforcement identify business benefits and cost associated
with expanding RRP, to include individual non-
refund enforcement activities, continued
prioritization in relation to other IRS initiatives,
and continued budget constraints in resources
for RRP expansion, we cannot provide an
implementation date for this recommendation.

Low-Income Housing Tax Credit: Improved |GAO-18-637 09/18/2018  [Tax Administration and IRS's Associate Chief Counsel, in consultation with Treasury's Assistant Secretary [IRS Rejected. IRS disagreed with the

Data and Oversight Would Strengthen Cost Compliance for Tax Policy, should require general contractor cost certifications for LIHTC recommendation. The GAO report describes the

Assessment and Fraud Risk Management projects to verify consistency with the developer cost certification. use of misrepresented contractor costs that could
potentially produce excess LIHTC allocations.
IRS considered how general contractor cost
certifications might be helpful in verifying
consistency with the costs but is concerned that
requiring the additional burden of these
certifications does not comport with the
flexibility for the States contemplated by the
statute.

Low-Income Housing Tax Credit: Improved |GAO-18-637 09/18/2018  [Tax Administration and To help allocating agencies analyze development cost trends and drivers and make [IRS Rejected. IRS disagreed with the

Data and Oversight Would Strengthen Cost
Assessment and Fraud Risk Management

Compliance

comparisons to other agencies, IRS's Commissioner of the Small Business/Self-
Employed Division should encourage allocating agencies and other LIHTC
stakeholders to collaborate on the development of more standardized cost data,
considering information in this report about variation in data elements, definitions,
and formats.

recommendation.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
Low-Income Housing Tax Credit: Improved |GAO-18-637 09/18/2018  |Tax Administration and IRS's Associate Chief Counsel, in consultation with Treasury's Assistant Secretary [IRS Rejected. IRS disagreed with the
Data and Oversight Would Strengthen Cost Compliance for Tax Policy, should communicate to credit allocating agencies how to collect recommendation. IRS already communicates
Assessment and Fraud Risk Management information on and review LIHTC syndication expenses, including upper-tier this information. The Regulations require
partnership expenses. taxpayers to certify to HFAs all sources of funds
and all development costs. Section 1.42-
17(a)(3)(i) provides that development cost
information includes, among other costs,
syndication and legal fees. In addition, IRS
communicates regularly with HFAs regarding
LIHTC compliance issues and best practices.
Tax Administration: Opportunities Exist to [GAO-18-659 10/22/2018  [Tax Administration and The Commissioner of Internal Revenue should direct the Chief of Appeals, in IRS Implemented and Awaiting Auditor Verification
Improve Monitoring and Transparency of Compliance coordination with the IRS Human Capital Office, to conduct a skills gap analysis
Appeal Resolution Timeliness specific to Appeals mission needs, and develop a strategy for mitigating any
identified gaps.
Tax Administration: Opportunities Exist to |GAO-18-659 10/22/2018  [Tax Administration and The Commissioner of Internal Revenue should evaluate the existing monitoring for [IRS Implemented and Awaiting Auditor Verification
Improve Monitoring and Transparency of Compliance collection due process appeal requests and address deficiencies in collection staff
Appeal Resolution Timeliness meeting the requirement for timely transfer to the Office of Appeals.
Tax Administration: Opportunities Exist to [GAO-18-659 10/22/2018  |Tax Administration and The Commissioner of Internal Revenue should establish timeframes and monitoring [IRS Implemented and Awaiting Auditor Verification
Improve Monitoring and Transparency of Compliance procedures for the timely transfer of taxpayer appeal requests by examination
Appeal Resolution Timeliness compliance units to the Office of Appeals.
Tax Administration: Opportunities Exist to |GAO-18-659 10/22/2018  [Tax Administration and The Commissioner of Internal Revenue should direct the Chief of Appeals to IRS PCA Due Date: Feb-2022
Improve Monitoring and Transparency of Compliance regularly report and share with each compliance unit the data on the time elapsed
Appeal Resolution Timeliness between when a taxpayer requests an appeal to when it is received in the Office of
Appeals.
Tax Administration: Opportunities Exist to [GAO-18-659 10/22/2018  [Tax Administration and The Secretary of the Treasury, consistent with its responsibilities under GPRAMA [IRS Implemented and Awaiting Auditor Verification
Improve Monitoring and Transparency of Compliance and Executive Orders for customer service, should ensure that the Commissioner of
Appeal Resolution Timeliness Internal Revenue takes action to make Appeals customer service standards and
performance results more transparent to the public. This could include publishing
customer service standards and related performance measure results on the Office
of Appeals web page on IRS.gov.
Tax Administration: Opportunities Exist to |GAO-18-659 10/22/2018  [Tax Administration and The Secretary of the Treasury, consistent with its responsibilities under GPRAMA [IRS Implemented and Awaiting Auditor Verification
Improve Monitoring and Transparency of Compliance and Executive Orders for customer service, should ensure that the Commissioner of
Appeal Resolution Timeliness Internal Revenue takes action to develop a mechanism to solicit and consider
public input and customer feedback on a regular basis on current and proposed IRS
appeal policies and procedures. This could include leveraging existing IRS
advisory bodies or establishing an Office of Appeals advisory body representing the
taxpaying public, the tax practitioner community, and businesses to solicit
customer perspectives.
Whistleblower Program: IRS Needs to GAO-18-698 10/29/2018  [Tax Administration and The Commissioner of Internal Revenue should ensure that the Deputy IRS Implemented and Awaiting Auditor Verification
Improve Data Controls for Some Award Compliance Commissioner for Services and Enforcement develops and documents improved
Determinations controls for the validity, completeness, and accuracy of data on FBAR exams and
enforcement actions.
Internal Revenue Service: Strategic Human |GAO-19-176 03/26/2019  [Human Capital The Commissioner of the IRS should fully implement the workforce planning IRS PCA Due Date: Aug-2022
Capital Management is Needed to Address Management initiative, including taking the following actions: (1) conducting enterprise strategy
Serious Risks to IRS's Mission and planning, (2) conducting workforce analysis, (3) creating a workforce plan, (4)
implementing the workforce plan, and (5) monitoring and evaluating the results.
Internal Revenue Service: Strategic Human |GAO-19-176 03/26/2019  [Human Capital The Commissioner of IRS should ensure the Human Capital Officer and Deputy IRS PCA Due Date: Aug-2022

Capital Management is Needed to Address
Serious Risks to IRS's Mission

Management

Commissioner for Services and Enforcement report the results of efforts to close
skills gaps among revenue agents, including lessons learned, that may help inform
strategies for conducting skills gap assessment efforts for other mission critical
occupations.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
Foreign Asset Reporting: Actions Needed to |GAO-19-180IRS  [04/01/2019  [Tax Administration and The Commissioner of Internal Revenue should employ a comprehensive plan for ~ [IRS Rejected. IRS disagreed with the
Enhance Compliance Efforts, Eliminate Compliance managing efforts to leverage FATCA data in agency compliance efforts. The plan recommendation. IRS believes the resources
Overlapping Requirements, and Mitigate should document and track activities over time to (1) ensure individuals and FFIs required to update a comprehensive plan unique
Burdens on U.S. Persons Abroad comply with FATCA reporting requirements; (2) assess and mitigate data quality to the FATCA (akin to the FATCA Roadmap)
risks from FFIs; (3) improve the quality, management, and accessibility of FATCA are better spent on enforcement activities. IRS’s
data for compliance, research, and other purposes; and (4) establish, monitor, and LB&I Division has overall responsibility for
evaluate compliance efforts involving FATCA data intended to improve voluntary these activities and their approach is expected to
compliance and address noncompliance with FATCA reporting requirements. achieve the broader objective of improving
financial institution and U.S. account holder
compliance with FATCA.
Foreign Asset Reporting: Actions Needed to |GAO-19-180IRS  [04/01/2019  [Tax Administration and The Commissioner of Internal Revenue should assess factors contributing to IRS Rejected. IRS disagreed with the
Enhance Compliance Efforts, Eliminate Compliance unnecessary Form 8938 reporting and take steps, as appropriate, to address the recommendation. IRS will continue to observe
Overlapping Requirements, and Mitigate issue. Depending on the results of the assessment, potential options may include: filings of Form 8938 and, to the extent that there
Burdens on U.S. Persons Abroad (1) identifying and implementing steps to further clarify IRS Form 8938 are unnecessary filings, assess options to inform
instructions and related guidance on IRS's website on determining what foreign account holders to reduce reporting and filing
financial assets to report, and how to calculate and report asset values subject to burdens followed by appropriate steps to
reporting thresholds; and (2) conducting additional outreach to educate taxpayers implement any selected options.
on required reporting thresholds, including notifying taxpayers that may have
unnecessarily filed an IRS Form 8938 to reduce such filings.
Tax Administration: Opportunities Exist to [GAO-19-81 04/12/2019  [Administration of Program | The Commissioner of Internal Revenue should direct USCA to ensure that APMA [IRS Implemented and Awaiting Auditor Verification
Improve IRS's Management of International Operations staff record and track the hours they spend on MAP cases.
Tax Dispute Resolution
Tax Administration: Opportunities Exist to |GAO-19-81 04/12/2019  [Administration of Program |The Commissioner of Internal Revenue should direct USCA to ensure that APMA  [IRS Implemented and Awaiting Auditor Verification
Improve IRS's Management of International Operations puts procedures in place to review the quality of inventory data.
Tax Dispute Resolution
Tax Administration: Opportunities Exist to [GAO-19-81 04/12/2019  [Administration of Program | The Commissioner of Internal Revenue should direct USCA to ensure that APMA [IRS Implemented and Awaiting Auditor Verification
Improve IRS's Management of International Operations analyzes trends in case characteristics as part of routine program management
Tax Dispute Resolution activities.
Tax Debt Collection Contracts: IRS Analysis |GAO-19-193 04/29/2019  [Tax Administration and The Commissioner of Internal Revenue should finalize the PDC program objectives [IRS Implemented and Awaiting Auditor Verification
Could Help Improve Program Results and Compliance so that they are clearly defined in consistent terms, and assure that the key program
Better Protect Taxpayers risks, measures, and targets are linked with the objectives.
Tax Debt Collection Contracts: IRS Analysis |GAO-19-193 04/29/2019  |Tax Administration and The Commissioner of Internal Revenue should include the Department of the IRS Rejected. IRS disagreed with the
Could Help Improve Program Results and Compliance Treasury Inspector General for Tax Administration (TIGTA) costs in IRS's recommendation. Per Internal Revenue Code
Better Protect Taxpayers reporting of PDC program costs. (IRC) 6306 (j)(1)(B), program costs are those
costs incurred directly or indirectly by IRS. This
does not include costs incurred by TIGTA,
which is not part of IRS.
Tax Debt Collection Contracts: IRS Analysis |GAO-19-193 04/29/2019  [Tax Administration and The Commissioner of Internal Revenue should analyze PDC program results to IRS Rejected. IRS disagreed with the
Could Help Improve Program Results and Compliance identify the types of cases that are not potentially collectible and should not be recommendation. The statute requires the
Better Protect Taxpayers assigned to collection agencies. assignment of all inactive tax receivables to the
private collection agencies; therefore, no
collectability analysis is required or necessary.
Tax Debt Collection Contracts: IRS Analysis [GAO-19-193 04/29/2019  |Tax Administration and The Commissioner of Internal Revenue should analyze PDC program results and ~ [IRS Implemented and Awaiting Auditor Verification
Could Help Improve Program Results and Compliance the cases not assigned to the PDC program to identify the types of inactive cases
Better Protect Taxpayers IRS will not pursue that could be assigned to collection agencies to improve PDC
program results.
Tax Debt Collection Contracts: IRS Analysis |GAO-19-193 04/29/2019  [Tax Administration and The Commissioner of Internal Revenue should document how IRS's monitoring of [IRS Implemented and Awaiting Auditor Verification

Could Help Improve Program Results and
Better Protect Taxpayers

Compliance

the PDC program provides information on specific taxpayer risks and how well
specific responses are working to address each risk, and should supplement IRS's
monitoring of taxpayer complaints with Federal Trade Commission (FTC)
complaint data.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
Tax Debt Collection Contracts: IRS Analysis [GAO-19-193 04/29/2019  |Tax Administration and The Commissioner of Internal Revenue should more fully seek and document IRS Implemented and Awaiting Auditor Verification
Could Help Improve Program Results and Compliance feedback from external stakeholders representing vulnerable taxpayers to identify
Better Protect Taxpayers and appropriately respond to possible PDC taxpayer risks.
Taxpayer Information: IRS Needs to GAO-19-340 05/09/2019  [Information Technology |The Commissioner of Internal Revenue should develop a governance structure or ~ [IRS Rejected. IRS agrees with the intent of this
Improve Oversight of Third-Party other form of centralized leadership, such as a steering committee, to coordinate all recommendation; however, doesn't agree with
Cybersecurity Practices aspects of IRS's efforts to protect taxpayer information while at third-party the stated implementation method. As
providers. recognized by the GAO, IRS does not have clear
and explicit authority to establish security
requirements for the information systems of paid
preparers and others who electronically file
returns.
Taxpayer Information: IRS Needs to GAO-19-340 05/09/2019  [Information Technology The Commissioner of Internal Revenue should require that all tax software IRS Rejected. IRS agrees with the intent of this
Improve Oversight of Third-Party providers that participate in the Authorized e-file Provider program follow the recommendation; however, doesn't agree with
Cybersecurity Practices subset of NIST Special Publication 800-53 controls that were agreed upon by the the stated implementation method. IRS does not
Security Summit participants. have the statutory authority to require
Authorized e-file Provider program participants
to comply with the NIST Special Publication 8004
53.
Taxpayer Information: IRS Needs to GAO-19-340 05/09/2019  [Information Technology |The Commissioner of Internal Revenue should update IRS's monitoring programs  [IRS Rejected. IRS agrees with the intent of this
Improve Oversight of Third-Party for electronic return originators to include techniques to monitor basic information recommendation; however, doesn't agree with
Cybersecurity Practices security and cybersecurity issues. Further, IRS should make the appropriate the stated implementation method. IRS does not
revisions to internal guidance, job aids, and staff training, as necessary. have the statutory authority to establish policy
on information security and cybersecurity issues,
nor to enforce compliance if non-compliance is
observed.
Taxpayer Information: IRS Needs to GAO-19-340 05/09/2019  [Information Technology  |The Commissioner of Internal Revenue should conduct a risk assessment to IRS Rejected. IRS agrees with the intent of this
Improve Oversight of Third-Party determine whether different monitoring approaches are appropriate for all of the recommendation; however, doesn't agree with
Cybersecurity Practices provider types in the IRS's Authorized e-file Provider program. If changes are the stated implementation method. Absent
needed, IRS should make appropriate revisions to the monitoring program, internal requisite statutory authority and funding, an
guidance, job aids, and staff training, as necessary. assessment of different monitoring approaches is
moot.
Taxpayer Information: IRS Needs to GAO-19-340 05/09/2019  [Information Technology |The Commissioner of Internal Revenue should document intake, storage, and IRS Implemented and Awaiting Auditor Verification
Improve Oversight of Third-Party sharing of the security incident data across IRS offices.
Cybersecurity Practices
Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that the appropriate IRS officials implement the necessary actions to IRS On hold. Agreed with the recommendation.
Needed to Enhance the Internal Revenue effectively address the two primary causes of the significant deficiency in IRS's Due to funding constraints, the recommendation
Service's Internal Control over Financial internal control over unpaid assessments. These actions should (1) resolve the is put on hold. A long-term solution depends on
Reporting system limitations affecting the recording and maintenance of reliable and the funding and timely delivery of requirements
appropriately classified unpaid assessments and related as part of the individual master file system
taxpayer data to support timely and informed management decisions, and enable modernization efforts including internal funding
appropriate financial reporting of unpaid assessment balances throughout the year, for changes to financial systems, the business
and (2) identify the control deficiencies that result in significant errors in taxpayer master file, and operational processes. However,
accounts and implement control procedures to routinely and effectively prevent, or as resource constraints have been a major
detect and correct, such errors. challenge to addressing this deficiency, we are
also exploring an alternative solution through
Federal Accounting Standards Advisory Board
(FASAB), that if granted, would allow for a
change in accounting treatment that will not be
resource dependent.
Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that appropriate IRS officials establish and implement policies and IRS Implemented and Awaiting Auditor Verification

Needed to Enhance the Internal Revenue
Service's Internal Control over Financial
Reporting

procedures requiring that corrective actions be documented in the Alarm
Maintenance and Testing Certification Report for malfunctioning alarms identified
in the annual alarm tests.
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Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that the appropriate IRS officials establish and implement policies or IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue procedures, or both, to provide reasonable assurance that the video surveillance
Service's Internal Control over Financial systems at all IRS facilities record activity at the correct time and are properly
Reporting secured. The policies or procedures should include periodic checks and
adjustments, as needed, as part of the annual service and maintenance of security
equipment and systems.
Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that the appropriate IRS officials update and implement policies or IRS PCA Due Date: Jul-2022
Needed to Enhance the Internal Revenue procedures, or both, to clarify (1) who is responsible for conducting the annual
Service's Internal Control over Financial review of the visitor access logs, (2) the date by which the review is to be
Reporting conducted, and (3) how the review should be documented.
Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that the appropriate IRS officials (1) identify the reason IRS's policies and  [IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue procedures related to the transmittal forms were not always followed and (2) design
Service's Internal Control over Financial and implement actions to provide reasonable assurance that SB/SE units comply
Reporting with these policies and procedures.
Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that the appropriate IRS officials update and implement policies or IRS PCA Due Date: Jul-2022
Needed to Enhance the Internal Revenue procedures, or both, to clearly define the roles and responsibilities of second-level
Service's Internal Control over Financial managers and IDRS security account administrators for validating the information
Reporting on USR designation forms, including specifying how the information should be
validated.
Management Report: Improvements Are GAO-19-412R 05/09/2019  |Financial Statements Ensure that the appropriate IRS officials implement a validity check in the ISRP IRS On hold. Agreed with the recommendation.
Needed to Enhance the Internal Revenue system to confirm that RSNs that Data Conversion key entry operators enter into Work Request #242710 is in in progress, and the
Service's Internal Control over Financial the system have the required 14 digits. programming is scheduled to be in operation on
Reporting 1/1/2022.
Management Report: Improvements Are GAO-19-412R 05/09/2019  [Financial Statements Ensure that the appropriate IRS officials update and implement policies or IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue procedures, or both, to require that reviewers follow up with tax examiners to
Service's Internal Control over Financial verify the errors that tax examiners made in working on cases related to suspicious
Reporting or questionable tax returns are corrected.
Federal Contracting: Opportunities to GAO-19-243 05/15/2019  |Tax Administration and The Commissioner of the IRS should evaluate options to obtain comprehensive IRS Implemented and Awaiting Auditor Verification
Improve Compliance with Regulations and Compliance contract payment data above the existing Federal Procurement Data System-Next
Enhance Tax Collections Generation (FPDS-NG) reporting threshold of $10,000, including assessing the
costs and benefits of changing the current threshold for contracts that agencies are
required to report to the IRS through Form 8596 information returns to be
consistent with the existing reporting threshold for FPDS-NG, determine whether
regulatory revisions are necessary, and change the reporting threshold, if
appropriate.
Tax-Law Enforcement: IRS Could Better GAO-19-491 10/07/2019  [Tax Administration and The Commissioner of Internal Revenue should undertake a risk-assessment of tax- [IRS Implemented and Awaiting Auditor Verification
Leverage Existing Data to Identify Abusive Compliance exempt Form 8886-T filings. Based on the findings of the risk assessment, IRS
Schemes Involving Tax-Exempt Entities should then determine whether steps are needed to increase compliance, such as,
for example through increased outreach to tax-exempt entities or assessment of non-|
filing penalties.
Tax-Law Enforcement: IRS Could Better GAO-19-491 10/07/2019  |Tax Administration and ~ |The Commissioner of Internal Revenue should link audit data on abusive tax IRS PCA Due Date: Nov-2022
Leverage Existing Data to Identify Abusive Compliance schemes involving tax-exempt entities across operating divisions and use the linked
Schemes Involving Tax-Exempt Entities data to assess emerging issues and develop policy responses.
Tax-Law Enforcement: IRS Could Better GAO-19-491 10/07/2019  [Tax Administration and The Commissioner of Internal Revenue should test the ability of the Return IRS Implemented and Awaiting Auditor Verification
Leverage Existing Data to Identify Abusive Compliance Inventory Classification System (RICS) to facilitate analysis and monitoring of
Schemes Involving Tax-Exempt Entities audit data across the operating divisions and support the IRS's enforcement
objectives.
Tax-Law Enforcement: IRS Could Better GAO-19-491 10/07/2019  [Tax Administration and The Commissioner of Internal Revenue should use existing data analytic toolsto ~ [IRS PCA Due Date: Nov-2022
Leverage Existing Data to Identify Abusive Compliance further mine Form 8886 and Form 8918 data; which could be used to find audit
Schemes Involving Tax-Exempt Entities leads on tax-exempt entity involvement in potentially abusive tax schemes.
Tax-Law Enforcement: IRS Could Better GAO-19-491 10/07/2019  [Tax Administration and The Commissioner of Internal Revenue should develop guidance to help managers [IRS Implemented and Awaiting Auditor Verification

Leverage Existing Data to Identify Abusive
Schemes Involving Tax-Exempt Entities

Compliance

ensure referrals about abusive schemes involving tax-exempt entities are made
across operating divisions. This could be accomplished by, for example, adopting
specific guidance for audit managers to look for referral accuracy in their reviews

of case closings.




Report Title Report Number |Issue Date  [Audit Area GAO Recommendation Bureauw/Office  |Implementation Status
Taxpayer Input Could Strengthen IRS's GAO-20-71 12/20/2019  [Tax Administration and The Commissioner of the IRS should ensure that information is collected on IRS PCA Due Date: Feb-2022
Online Services Compliance taxpayers' experiences with all online services and the extent to which the services
are meeting taxpayers' needs.
Taxpayer Input Could Strengthen IRS's GAO-20-71 12/20/2019  [Tax Administration and The Commissioner of the IRS should ensure that information collected on IRS PCA Due Date: Nov-2022
Online Services Compliance taxpayers' experience with online services is summarized in the document serving
as IRS's performance plan and report.
Taxpayer Input Could Strengthen IRS's GAO-20-71 12/20/2019  [Tax Administration and The Commissioner of the IRS should ensure that taxpayer input is included as an ~ [IRS PCA Due Date: Feb-2022
Online Services Compliance element of IRS's identification and prioritization process for new online services.
Taxpayer Input Could Strengthen IRS's GAO-20-71 12/20/2019  [Tax Administration and The Commissioner of the IRS should work with relevant officials to set a target to  [IRS Rejected. IRS disagreed with the
Online Services Compliance reduce taxpayer burden through the development of new online services. recommendation. IRS’s current taxpayer burden
measurement methodology is not designed to
evaluate the effect of specific online services or
web site enhancements. The methodology
captures respondents’ estimated time and cost at
a high level for a series of interrelated tasks but
is not closely tied to specific interaction or
transaction types. As such, burden measures are
often impacted by systemic-level changes in tax
administration (such as the Tax Cut and Jobs
Act (TCJA) reduction in the proportion of filers
who itemize deductions) but they are typically
not sensitive to the impact of smaller
programmatic improvements.
Taxpayer Input Could Strengthen IRS's GAO-20-71 12/20/2019  [Tax Administration and The Commissioner of the IRS should direct the Chief Information Officer and the [IRS Implemented and Awaiting Auditor Verification
Online Services Compliance Director of OLS to ensure that planned future capabilities of digital communication
platforms are tested or piloted before deployment with a focus on mitigating the
risks that were identified in prior pilots of digital communication services, such as
challenge in establishing common objectives and enrolling taxpayers.
Taxpayer Input Could Strengthen IRS's GAO-20-71 12/20/2019  [Tax Administration and The Commissioner of the IRS should direct the Commissioner of W&I to work with(IRS Implemented and Awaiting Auditor Verification
Online Services Compliance the Director of OLS to ensure that future decisions regarding whether to renew the
Free File agreement incorporate findings from a comprehensive examination of the
benefits and costs of the agreement as it relates to long term plans for IRS's online
services, including plans to file amended returns electronically.
2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and The Commissioner of Internal Revenue should reconcile authority and implement  [IRS Implemented and Awaiting Auditor Verification
Implemented Tax Law Changes but Needs to Compliance procedures for routinely reviewing the English versions of IRS's most commonly
Improve Service for Taxpayers with Limited-| used vital tax products and web pages to ensure that information is included in
English Proficiency commonly encountered languages about where taxpayers with LEP can obtain the
translated content. If such content is not translated, the products and web pages
should include information about where taxpayers with LEP can obtain language
assistance from IRS.
2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and The Commissioner of Internal Revenue should reconcile authority and implement  [IRS PCA Due Date: Oct-2022
Implemented Tax Law Changes but Needs to Compliance procedures for routinely reviewing its multilingual web pages to effectively prevent,
Improve Service for Taxpayers with Limited-| or detect and correct, errors such as incorrect or outdated information. For
English Proficiency example, these procedures could call for the divisions to work with the Linguistics,
Policy, Tools, & Services (LPTS) section whenever the English version of
translated content is updated.
2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and The Commissioner of Internal Revenue should conduct the four-factor assessment [IRS PCA Due Date: Jun-2022

Implemented Tax Law Changes but Needs to
Improve Service for Taxpayers with Limited-|
English Proficiency

Compliance

of its language services to persons with LEP for its most commonly used vital tax
products to determine (1) which products should be translated and into what
languages, and (2) what interpretation assistance will be provided to arrive at the
appropriate mix of translation and interpretation services. IRS should document
these assessments, including the determinations it made, and take action as
appropriate based on these assessments.
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2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and  |The Commissioner of Internal Revenue should collect and use employee input on  |IRS Implemented and Awaiting Auditor Verification
Implemented Tax Law Changes but Needs to Compliance the strengths and weaknesses of its customer service training, including on whether
Improve Service for Taxpayers with Limited- training is effective in improving CSRs' performance, to inform changes to its
English Proficiency training program and strategy under the Taxpayer First Act.
2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and The Commissioner of Internal Revenue should direct the Wage and Investment IRS Rejected. IRS disagreed with the
Implemented Tax Law Changes but Needs to Compliance division to develop and implement a strategy, in collaboration with its strategic recommendation. The Wage and Investment
Improve Service for Taxpayers with Limited-| workforce planning initiative, for the efficient use of overtime. Division (W&I) has an existing process for the
English Proficiency use and approval of overtime that is re-evaluated
annually. Overtime is used to accomplish
mission critical requirements such as meeting
processing milestones and responding to
taxpayer calls and correspondence. The use of
overtime goes through multiple layers of
management review and concurrence with the
final approval authority residing with the W&I
Division Commissioner, the Deputy
Commissioner, or their designee. This process
is sufficient for ensuring overtime is used
efficiently.
2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and The Commissioner of Internal Revenue should further assess the increase in IRS Implemented and Awaiting Auditor Verification
Implemented Tax Law Changes but Needs to Compliance "system downtime" and identify possible solutions to mitigate any problems and
Improve Service for Taxpayers with Limited-| reduce system downtime.
English Proficiency
2019 Tax Filing: IRS Successfully GAO-20-55 01/15/2020  [Tax Administration and The Commissioner of Internal Revenue should perform regular monitoring of IRS Implemented and Awaiting Auditor Verification
Implemented Tax Law Changes but Needs to Compliance fluctuations in system downtime charges, such as increases overall or by specific
Improve Service for Taxpayers with Limited-| units, to determine what, if any, factors are interrupting CSRs' work.
English Proficiency
IRS Needs to Better Assess the Risks of GAO-20-174 01/30/2020  |[Improper Payments The Commissioner of Internal Revenue should designate a dedicated entity to IRS Implemented and Awaiting Auditor Verification
Refund Fraud on Business-Related Returns provide oversight of agency-wide efforts to detect, prevent, and resolve business
IDT, consistent with leading practices. This may involve designating one business
unit as a lead entity or leveraging cooperative relationships between business units
to establish a business IDT leadership team. This entity should have defined
responsibilities and authority for managing fraud risk.
IRS Needs to Better Assess the Risks of GAO-20-174 01/30/2020  |Improper Payments The Commissioner of Internal Revenue should develop a fraud risk profile for IRS Implemented and Awaiting Auditor Verification
Refund Fraud on Business-Related Returns business IDT that aligns with leading practices. This should include (1) identifying
inherent fraud risks of business IDT, (2) assessing the likelihood and impact of
inherent fraud risks, (3) determining fraud risk tolerance, and (4) examining the
suitability of existing fraud controls.
IRS Needs to Better Assess the Risks of GAO-20-174 01/30/2020  |[Improper Payments The Commissioner of Internal Revenue should develop, document, and implement [IRS Implemented and Awaiting Auditor Verification
Refund Fraud on Business-Related Returns a strategy for addressing fraud risks that will be identified in its fraud risk profile.
IRS Needs to Better Assess the Risks of GAO-20-174 01/30/2020  |Improper Payments The Commissioner of Internal Revenue should ensure that IRS collects additional [IRS Implemented and Awaiting Auditor Verification
Refund Fraud on Business-Related Returns data on business IDT by identifying and implementing new fraud filters consistent
with its fraud risk profile. This should include prioritizing IDT filters for tax forms
determined to be most at risk based on an analysis of risk tolerances.
IRS Needs to Better Assess the Risks of GAO-20-174 01/30/2020  |[Improper Payments The Commissioner of Internal Revenue should identify and implement methods to  [IRS Implemented and Awaiting Auditor Verification
Refund Fraud on Business-Related Returns address delays in resolving business IDT cases due to correspondence-based
authentication. This could involve using different methods for taxpayer
authentication based on the risk level of the return.
IRS Needs to Better Assess the Risks of GAO-20-174 01/30/2020  |Improper Payments The Commissioner of Internal Revenue should establish customer service-oriented [IRS Implemented and Awaiting Auditor Verification

Refund Fraud on Business-Related Returns

performance goals for resolving business IDT cases.
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Virtual Currencies: Additional Information |GAO-20-188 02/12/2020  [Tax Administration and The Commissioner of Internal Revenue should update the FAQs issued in 2019 to  [IRS Rejected. IRS disagreed with the
Reporting and Clarified Guidance Could Compliance include a statement that the FAQs may serve as a source of general information but recommendation.
Improve Tax Compliance cannot be relied upon by taxpayers as authoritative since they are not binding on
IRS.
Virtual Currencies: Additional Information |GAO-20-188 02/12/2020  [Tax Administration and The Commissioner of Internal Revenue should take steps to increase third-party IRS PCA Due Date: Mar-2022
Reporting and Clarified Guidance Could Compliance reporting on taxable transactions involving virtual currency, which could include
Improve Tax Compliance clarifying IRS's interpretation of existing third-party reporting requirements under
the Internal Revenue Code and Treasury Regulations, or pursuing statutory or
regulatory changes.
Virtual Currencies: Additional Information |GAO-20-188 02/12/2020  [Tax Administration and The Commissioner of Internal Revenue should clarify the application of reporting  [IRS Rejected. IRS disagreed with the
Reporting and Clarified Guidance Could Compliance requirements under the Foreign Account Tax Compliance Act (FATCA) to virtual recommendation.
Improve Tax Compliance currency.
Tax Cuts and Jobs Act: Considerable GAO-20-103 02/25/2020  [Tax Administration and The Chief Counsel of the Internal Revenue Service, in coordination with IRS Rejected. IRS disagreed with the
Progress Made Implementing Business Compliance appropriate offices, should identify and document parameters and procedures for recommendation. Chief Counsel Directives
Provisions, but IRS Faces Administrative applying enhanced collaborative approaches to regulation and other guidance Manual (CCDM) section 32.1.2.6.2.2 provides
and Compliance Challenges development with IRS Business Operating Divisions. sufficient guidance and flexibility on when such
enhanced collaboration with the IRS business
operation divisions is appropriate. While
enhanced collaboration is appropriate in the
context of complex changes to the tax code, as
was done with TCJA, the Affordable Care Act,
the partnership rules under the Bipartisan
Budget Act of 2015, and the Foreign Account
Tax Compliance Act, more routine changes in
the law may not need that level of collaboration.
We believe that establishing specific criteria for
enhanced collaboration as GAO recommends
would actually reduce the flexibility and
independent judgment that presently exists and
hinder our ability to successfully implement
complex changes to the tax code in the future.
Thus, Counsel continues to disagree with this
recommendation.
Tax Cuts and Jobs Act: Considerable GAO-20-103 02/25/2020  [Tax Administration and The Commissioner of Internal Revenue should develop a process to accurately and [IRS Rejected. IRS disagreed with the
Progress Made Implementing Business Compliance thoroughly capture implementation status of ongoing projects in accordance with recommendation.
Provisions, but IRS Faces Administrative Standards for Internal Control in the Federal Government.
and Compliance Challenges
Tax Cuts and Jobs Act: Considerable GAO-20-103 02/25/2020  [Tax Administration and The Commissioner of Small Business/Self Employed should coordinate with IRS Rejected. IRS disagreed with the
Progress Made Implementing Business Compliance appropriate IRS divisions or offices to identify the costs and benefits of recommendation.
Provisions, but IRS Faces Administrative retroactively transcribing taxpayer data resulting from TCJA.
and Compliance Challenges
Tax Cuts and Jobs Act: Considerable GAO-20-103 02/25/2020  [Tax Administration and Based on the costs and benefits identified in recommendation 3, the Commissioner [IRS Rejected. IRS disagreed with the

Progress Made Implementing Business
Provisions, but IRS Faces Administrative
and Compliance Challenges

Compliance

of Small Business/Self Employed should determine which TCJA provisions' data
should be converted into a more useful electronic format for compliance and
enforcement purposes and work with the appropriate offices to obtain the
transcribed data, as appropriate.

recommendation.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
Individual Retirement Accounts: IRS Could [GAO-20-210 02/26/2020  [Tax Administration and The Commissioner of Internal Revenue should assess options for updating IRS Implemented and Awaiting Auditor Verification
Better Inform Taxpayers About and Detect Compliance Publications 590-A and 590-B to either include more information or direct
Noncompliance Related to Unconventional taxpayers to other resources for IRA owners with investments in unconventional
Assets assets. Such information could include: storage requirements for IRA investments

in certain precious metals; valuation methods for hard-to-value IRA assets; the

Department of Labor's process for granting exemptions to IRA prohibited

transactions rules; and IRA investments with the potential to create unrelated

business income tax liabilities.
Individual Retirement Accounts: IRS Could [GAO-20-210 02/26/2020  [Tax Administration and The Commissioner of Internal Revenue, building on forthcoming compliance IRS Implemented and Awaiting Auditor Verification
Better Inform Taxpayers About and Detect Compliance research using new IRA asset data, should evaluate the feasibility of requiring
Noncompliance Related to Unconventional disclosure for high-risk IRA asset types associated with abusive schemes as
Assets transactions of interest.
Private Pensions: IRS and DOL Should GAO-20-70 02/27/2020  [Administration of Program |The IRS Commissioner should develop specific instructions within the Internal IRS Implemented and Awaiting Auditor Verification
Strengthen Oversight of Executive Operations Revenue Manual, the Nonqualified Deferred Compensation Audit Techniques
Retirement Plans Guide, or other IRS training material to aid examiners in obtaining and evaluating

information they can use to determine whether there exists a restricted period with

respect to a company with a single-employer defined benefit plan and if a company

with a single-employer defined benefit plan has, during a restricted period, set aside

assets for the purpose of paying deferred compensation under an executive

retirement plan.
Payment Integrity: Selected Agencies Should| GAO-20-336IRS [04/01/2020  [Improper Payments The Secretary of the Treasury should determine whether Treasury's current IRS Implemented and Awaiting Auditor Verification
Improve Efforts to Evaluate Effectiveness of improper payment root cause analysis provides sufficiently relevant information
Corrective Actions to Reduce Improper that can be used as a basis for proposed corrective actions in reducing EITC
Payments improper payments and, if not, update the analysis using more timely data to ensure

their reliability for identifying root causes of EITC improper payments.
Payment Integrity: Selected Agencies Should[GAO-20-336IRS [04/01/2020  |Improper Payments The Secretary of the Treasury should update Treasury's strategy for addressing the [IRS Implemented and Awaiting Auditor Verification
Improve Efforts to Evaluate Effectiveness of root causes of EITC improper payments to include (1) coordinating with other
Corrective Actions to Reduce Improper agencies to identify potential strategies and data sources that may help in
Payments determining EITC eligibility and (2) determining whether legislative changes are

needed, and developing proposals as appropriate, to help reduce EITC improper

payments, such as those related to the inability to authenticate taxpayer eligibility.
Management Report: Improvements Are GAO-20-480R 05/01/2020  [Financial Statements Update and implement policies and procedures for developing a courier IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue contingency plan to prohibit managers responsible for overseeing the preparation of]
Service's Internal Control over Financial taxpayer receipts for deposits from also transporting them to financial institutions.
Reporting (Recommendation 20-01)
Management Report: Improvements Are GAO-20-480R 05/01/2020  [Financial Statements Establish and implement manual refund procedures to direct (1) initiators to IRS On hold. Agreed with the recommendation. The
Needed to Enhance the Internal Revenue document (e.g., record on the taxpayers' accounts or annotate on the related manual procedures and programming needed to close
Service's Internal Control over Financial refund forms) the justification for bypassing the IAT tool warning related to this recommendation is still under development
Reporting potential duplicate tax refunds on taxpayers' accounts, and (2) managers to monitor and subject to funding constraints.

whether such warnings were bypassed and review the justifications for

reasonableness prior to approving manual refund forms. (Recommendation 20-02)
Management Report: Improvements Are GAO-20-480R 05/01/2020  [Financial Statements Establish and implement actions to provide reasonable assurance that business IRS Implemented and Awaiting Auditor Verification
Needed to Enhance the Internal Revenue units record the acceptance of goods and services in a timely manner in accordance
Service's Internal Control over Financial with IRS policies and procedures. (Recommendation 20-03)
Reporting
Cybersecurity: Selected Federal Agencies GAO-20-123 05/27/2020  [Information Technology |The IRS Commissioner should, in collaboration with OMB, solicit input from IRS Implemented and Awaiting Auditor Verification

Need to Coordinate on Requirements and
Assessments of States

CMS, FBI, SSA and state agency stakeholders on revisions to its security policy to
ensure that cybersecurity requirements for state agencies are consistent with other
federal agencies and NIST guidance to the greatest extent possible.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status

Cybersecurity: Selected Federal Agencies GAO-20-123 05/27/2020  [Information Technology |The IRS Commissioner should revise its assessment policies to maximize IRS Rejected. IRS disagreed with the

Need to Coordinate on Requirements and coordination with other federal agencies to the greatest extent practicable. recommendation. IRS's obligation is to review

Assessments of States only agency systems containing FTI under the
provisions of IRC 6103(p)(4); it’s not a general
technology assessment but specific to controls
protecting taxpayer records.

Tax Exempt Organizations: IRS Increasingly | GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of Internal Revenue should document measurable objectives for [IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations using data in selecting exempt organization returns for examination.

Could Further Improve Selection Processes

Tax Exempt Organizations: IRS Increasingly [GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of Internal Revenue should document and consistently use clear [IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations criteria and decision rules on assigning point values to queries, using categories

Could Further Improve Selection Processes and sliding scales.

Tax Exempt Organizations: IRS Increasingly | GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of Internal Revenue should require review of query descriptions [IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations and programing to ensure their accuracy and minimize queries that flag the same or

Could Further Improve Selection Processes similar compliance issue.

Tax Exempt Organizations: IRS Increasingly [GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of internal Revenue should develop procedures and criteria to ~ [IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations test new queries prior to implementation in the models.

Could Further Improve Selection Processes

Tax Exempt Organizations: IRS Increasingly | GAO-20-454 06/16/2020  [Administration of Program | The Commissioner of Internal Revenue should more fully document how it IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations processes data and uses data to make examination selection decisions for sources

Could Further Improve Selection Processes outside of the model such as research and other projects that use queries.

Tax Exempt Organizations: IRS Increasingly [GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of Internal Revenue should conduct an analysis to identify the [IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations optimal interval between model runs.

Could Further Improve Selection Processes

Tax Exempt Organizations: IRS Increasingly | GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of Internal Revenue should document consideration or action ~ [IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations on recommendations from its 2018 and 2020 contractor assessments of TE/GE

Could Further Improve Selection Processes examination selection.

Tax Exempt Organizations: IRS Increasingly | GAO-20-454 06/16/2020  [Administration of Program | The Commissioner of Internal Revenue should ensure that historical data on IRS Rejected. IRS disagreed with the

Uses Data in Examination Selection, but Operations examination outcomes are consistently defined and used when doing analysis of recommendation.

Could Further Improve Selection Processes examination outcomes

Tax Exempt Organizations: IRS Increasingly | GAO-20-454 06/16/2020  [Administration of Program | The Commissioner of Internal Revenue should annually review and update IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations procedures as needed in relevant IRM sections on examination selection and issue

Could Further Improve Selection Processes interim guidance until the affected IRM sections are updated.

Tax Exempt Organizations: IRS Increasingly [GAO-20-454 06/16/2020  [Administration of Program |The Commissioner of Internal Revenue should document why TE/GE had not IRS Implemented and Awaiting Auditor Verification

Uses Data in Examination Selection, but Operations identified any risks in its risk register for using data to select exempt organization

Could Further Improve Selection Processes returns for examination. If risks are subsequently identified, TE/GE should

document how it plans to analyze and address them.

Taxpayer Compliance: More Income GAO-20-366 06/29/2020  [Tax Administration and The Commissioner of IRS should change Schedule C or Form 1099-NEC so that IRS Rejected. IRS disagreed with the

Reporting Needed for Taxpayers Working Compliance taxpayers can identify if they received payment for platform work. recommendation.

Through Online Platforms

Taxpayer Compliance: More Income GAO-20-366 06/29/2020  [Tax Administration and The Commissioner of IRS should develop a process for monitoring feedback on its [IRS Implemented and Awaiting Auditor Verification

Reporting Needed for Taxpayers Working Compliance communications efforts and products tailored for platform workers, which should

Through Online Platforms include documenting and evaluating feedback.

Taxpayer Compliance: More Income GAO-20-366 06/29/2020  [Tax Administration and The Commissioner of IRS should clarify the instructions and publications for IRS Implemented and Awaiting Auditor Verification

Reporting Needed for Taxpayers Working
Through Online Platforms

Compliance

Forms 1040 and 1099-K by adding plain language to clearly indicate to platform
workers that the forms apply to them.




Report Title

Report Number

Issue Date

Audit Area

GAO Recommendation

Bureauw/Office

Implementation Status

Taxpayer Compliance: More Income
Reporting Needed for Taxpayers Working
Through Online Platforms

GAO-20-366

06/29/2020

Tax Administration and
Compliance

The Commissioner of IRS should work with the Secretary of the Treasury to amend
the 6050W "tie-breaker rule" that applies to duplicative reporting requirements so
that payments made through a TPSO's third party payment network are reportable
under Section 6041, rather than under Section 6050W.

IRS

Rejected. IRS disagreed with the
recommendation. The IRS Office of Chief
Counsel (Counsel) is unable to agree to this
recommendation. Section 9674 of the American
Rescue Plan Act 0f 2021 (Pub. L. 117-2)
amended the de minimis reporting threshold in
section 6050W (e) for calendar years beginning
after December 31, 2021. The new section
6050W de minimis reporting threshold requires
third party settlement organizations to file Forms
1099-K with respect to third party network
transactions that exceed $600, which is almost
identical to the reporting threshold in section
6041(a) (section 6041 requires payments that
equal or exceed $600). Because the reasoning
for amending the “tie-breaker rule” included in
the GAO report “TAXPAYER COMPLIANCE
More Income Reporting Needed for Taxpayers
Working Through Online Platforms” was to
increase information reporting for transactions
reportable under both sections 6050W and 6041
that exceeded $600 but did not further exceed
$20,000 or 200 transactions, Counsel believes
the statutory change to the section 6050W de
minimis threshold achieved GAO’s goal and that
no further amendment to the “tie-breaker rule” is
necessary.

Taxpayer Compliance: More Income
Reporting Needed for Taxpayers Working
Through Online Platforms

GAO-20-366

06/29/2020

Tax Administration and
Compliance

The Commissioner of IRS should work with Treasury to determine what thresholds
would be the most appropriate for payment information reporting and, if warranted,
recommend that Congress adjust the thresholds.

IRS

Rejected. IRS disagreed with the
recommendation. Counsel is unable to agree to
this recommendation because it cannot commit
to an implementation date. The change to the de
minimis reporting threshold in section 6050W (e)
for calendar years beginning after December 31,
2021 will result in increased information
reporting on Forms 1099-K beginning in
calendar year 2023. But, the IRS and Counsel
will not have the data needed to analyze these
new reporting thresholds for several additional
years. After the IRS and Counsel has the data,
Counsel is willing to meet with the Treasury
Office of Tax Policy to discuss the need to
analyze the current thresholds and, if warranted,
will discuss recommending Congress take
legislative action to adjust these thresholds. But
because Counsel cannot commit to an
implementation date for this recommendation at
this time, Counsel is unable to agree to the
recommendation.

Taxpayer Compliance: More Income
Reporting Needed for Taxpayers Working
Through Online Platforms

GAO-20-366

06/29/2020

Tax Administration and
Compliance

The Commissioner of IRS should work with the Secretary of the Treasury to
implement withholding that is voluntary for companies making payments for
services to platform workers and other independent contractors who choose to
participate.

IRS

Rejected. IRS disagreed with the
recommendation.




Report Title Report Number |Issue Date Audit Area GAO Recommendation Bureau/Office Implementation Status
Taxpayer Compliance: More Income GAO-20-366 06/29/2020  [Tax Administration and The Commissioner of IRS should assess the impact of withholding that is voluntary [IRS Rejected. IRS disagreed with the
Reporting Needed for Taxpayers Working Compliance for companies, once implemented, and if warranted, work with the Secretary of the recommendation.
Through Online Platforms Treasury on a proposal to Congress that would require TPSOs to offer tax

withholding to platform workers and other independent contractors who choose to

participate.
FY2019 Government Shutdown: Selected  |GAO-20-377 07/01/2020  [Administration of Program |The Commissioner of Internal Revenue should align the agency's contingency plan [IRS Implemented and Awaiting Auditor Verification
Agencies Could Improve Contingency Operations with OMB guidance by including (1) plans for a potential prolonged shutdown; (2)
Planning for Potential Shutdown Scenarios flexibilities available to supervisors if furloughed employees were unable to return
and Strengthen Some Internal Controls to work after the end of the shutdown; and (3) procedures for resuming program

activities, including steps to ensure appropriate oversight and disbursement of

funds upon the end of a shutdown.
FY2019 Government Shutdown: Selected  |GAO-20-377 07/01/2020  [Administration of Program | The Commissioner of Internal Revenue should develop internal controls to limit IRS Rejected. IRS disagreed with this

Agencies Could Improve Contingency
Planning for Potential Shutdown Scenarios
and Strengthen Some Internal Controls

Operations

access to physical workspaces to appropriate employees during a government
shutdown.

recommendation. Managers issue physical
access controls to furloughed employees as part
of their shutdown duties, which is an effective
control. Managers are directed to discuss with
each employee their status as furloughed,
excepted, or exempt prior to a shutdown to
ensure employees understand when they are
prohibited from working, entering IRS facilities,
or using government furnished equipment during
the shutdown. In addition, the Furlough
Decision Letter sent to all IRS employees states,
“during the furlough, you must remain away
from your workplace and you are prohibited by
law from working, even on a voluntary basis.”
This concept was reinforced through training
provided to all IRS managers, “Government
Shutdowns — What Managers Need to Know,”
and supplemented by manager tools, including
shutdown checklists. The benefits of
implementing additional controls do not justify
the corresponding resource investment. The list
of excepted employees changes daily, sometimes
hourly, based upon availability, expertise, and
amount of time required to carry out excepted
duties. When IRS managers make decisions to
substitute employees into excepted positions,
they are directed to send the working employee
an excepted letter and the non-working
employee a furlough letter. If the excepted task
is intermittent, employees are to be furloughed
until they must perform the task again. If the
excepted task did not require the entire working
day, the employee is furloughed until they must
perform the task again.




Report Title Report Number |Issue Date  [Audit Area GAO Recommendation Bureauw/Office  |Implementation Status

FY2019 Government Shutdown: Selected  |GAO-20-377 07/01/2020  [Administration of Program | The Commissioner of Internal Revenue should develop internal controls to limit IRS Rejected. IRS disagreed with this

Agencies Could Improve Contingency Operations access to virtual workspaces to appropriate employees during a government recommendation. Managers issue virtual access

Planning for Potential Shutdown Scenarios shutdown. controls to furloughed employees as part of their

and Strengthen Some Internal Controls shutdown duties, which is an effective control.
Managers are directed to discuss with each
employee their status as furloughed, excepted, or
exempt prior to a shutdown to ensure employees
understand when they are prohibited from
working, entering IRS facilities, or using
government furnished equipment during the
shutdown. In addition, the Furlough Decision
Letter sent to all IRS employees states, “during
the furlough, you must remain away from your
workplace and you are prohibited by law from
working, even on a voluntary basis.” This
concept was reinforced through training
provided to all IRS managers, “Government
Shutdowns — What Managers Need to Know,”
and supplemented by manager tools, including
shutdown checklists. The challenges for
managing additional virtual access controls are
the same as those highlighted for physical access
controls. Moreover, we question the benefit of
exempting additional Information Technology
staff to update virtual network access controls
constantly throughout the shutdown.

Taxpayer Service: IRS Could Improve the ~ [GAO-20-656 09/23/2020  [Tax Administration and  |The Commissioner of Internal Revenue should identify agency-wide and division |IRS Implemented and Awaiting Auditor Verification

Taxpayer Experience by Using Better Compliance performance goals that align with IRS's strategic service goals and objectives for an

Performance Measures improved taxpayer experience.

Taxpayer Service: IRS Could Improve the  |GAO-20-656 09/23/2020  [Tax Administration and The Commissioner Internal Revenue should identify performance measures with ~ [IRS Implemented and Awaiting Auditor Verification

Taxpayer Experience by Using Better Compliance targets for improving the taxpayer experience that link with the related performance

Performance Measures goals.

Taxpayer Service: IRS Could Improve the ~ [GAO-20-656 09/23/2020  [Tax Administration and  |The Commissioner of Internal Revenue should ensure that the taxpayer experience |IRS PCA Due Date: Sept-2022

Taxpayer Experience by Using Better Compliance measures cover all of the factors for customer service identified in OMB guidance

Performance Measures as well as service channels across the tax process phases.

Taxpayer Service: IRS Could Improve the  |GAO-20-656 09/23/2020  [Tax Administration and The Commissioner of Internal Revenue should ensure that taxpayer experience IRS PCA Due Date: Sept-2022

Taxpayer Experience by Using Better Compliance measures cover the highest-impact taxpayer journeys and key transactions, as called

Performance Measures for in OMB guidance.

Taxpayer Service: IRS Could Improve the  [GAO-20-656 09/23/2020  [Tax Administration and  |The Commissioner of Internal Revenue should regularly analyze and use the results |IRS Implemented and Awaiting Auditor Verification

Taxpayer Experience by Using Better Compliance of the performance measures and surveys on the taxpayer experience to help

Performance Measures improve performance.

Taxpayer Service: IRS Could Improve the  |GAO-20-656 09/23/2020  [Tax Administration and The Commissioner of Internal Revenue should develop processes for using IRS Implemented and Awaiting Auditor Verification

Taxpayer Experience by Using Better Compliance performance results on the taxpayer experience as part of resource allocation

Performance Measures decisions intended to improve performance.

Taxpayer Service: IRS Could Improve the  |GAO-20-656 09/23/2020  [Tax Administration and The Commissioner of Internal Revenue should provide publicly available IRS Implemented and Awaiting Auditor Verification

Taxpayer Experience by Using Better Compliance accessible information on taxpayer experience performance, including the

Performance Measures measures and related targets, for example by providing it on IRS.gov and in IRS

publications.
Tax Administration: Opportunities Exist to |GAO-20-679 10/19/2020  [Tax Administration and The Commissioner of Internal Revenue should update Form 990, including IRS Implemented and Awaiting Auditor Verification

Improve Oversight of Hospitals' Tax-Exempt
Status

Compliance

Schedule H and instructions where appropriate to ensure that the information
demonstrating the community benefits a hospital is providing is clear and can be
easily identified by Congress and the public, including the community benefit
factors.
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Tax Administration: Opportunities Exist to [GAO-20-679 10/19/2020  [Tax Administration and The Commissioner of Internal Revenue should assess the benefits and costs, IRS Implemented and Awaiting Auditor Verification

Improve Oversight of Hospitals' Tax-Exempt Compliance including the tax law implications, of requiring tax-exempt hospital organizations

Status to report community benefit expenses on Schedule H by individual facility rather

than by collective organization and take action, as appropriate.

Tax Administration: Opportunities Exist to |GAO-20-679 10/19/2020  [Tax Administration and The Commissioner of Internal Revenue should establish specific audit codes for IRS Implemented and Awaiting Auditor Verification

Improve Oversight of Hospitals' Tax-Exempt Compliance identifying potential noncompliance with the community benefit standard.

Status

IRS REORGANIZATION: Planning GAO-21-18 11/18/2020  [Administration of Program | The Commissioner of Internal Revenue should finalize specific, identifiable, and  [IRS PCA Due Date: Mar-2022

Addressed Key Reform Practices, but Goals Operations outcome-oriented goals and performance measures for IRS's reorganization plan,

and Measures for the Plan Have Not Been and communicate those goals and measures

Finalized

COVID-19: Urgent Actions Needed to GAO-21-191 11/30/2020  [Administration of Program | The Commissioner of Internal Revenue should update the agency's Temporary IRS Implemented and Awaiting Auditor Verification

Better Ensure an Effective Federal Response Operations procedures to fax certain Forms 1139 and 1045 due to COVDI-19 to include

information on the Form 1040-X electronic filing capability for tax year 2019.

TAX ADMINISTRATION Better GAO-21-102 12/15/2020  [Tax Administration and The Commissioner of Internal Revenue should expedite final planning efforts and  [IRS On hold. Agreed with the recommendation.

Coordination Could Improve IRS's Use of Compliance implement the expansion of IRS's capacity to allow for additional transcription of K- Despite the continued efforts to expand the

Third-Party Information Reporting to Help 1 Schedules. capacity to allow for additional transcription of

Reduce the Tax Gap Schedules K-1, we are unable to provide an
estimated implementation date. Both UWRs
requesting programming and implementation are
subject to funding, resource availability and
prioritization. Unified Work Request (UWR)
243337 submitted on November 17, 2020, and
scheduled for implementation 01/01/2022.
UWR 243327 submitted and approved on
January 13, 2021, and scheduled for
imnlementation for 01/07/2022.

TAX ADMINISTRATION Better GAO-21-102 12/15/2020 Tax Administration and The Commissioner of Internal Revenue should research, evaluate, and develop IRS PCA Due Date: Nov-2022

Coordination Could Improve IRS's Use of Compliance potential recommendations to expand third-party information reporting to include

Third-Party Information Reporting to Help more information on sole proprietor's income and expenses.

Reduce the Tax Gap

TAX ADMINISTRATION Better GAO-21-102 12/15/2020  [Tax Administration and The Commissioner of Internal Revenue should evaluate characteristics of late IRS Implemented and Awaiting Auditor Verification

Coordination Could Improve IRS's Use of Compliance information return filers to determine the effect of penalty assessment for late and

Third-Party Information Reporting to Help incorrect information returns on third-party information reporting compliance.

Reduce the Tax Gap

TAX ADMINISTRATION Better GAO-21-102 12/15/2020  |Tax Administration and The Commissioner of Internal Revenue should reassess the risks described and IRS PCA Due Date: Oct-2022

Coordination Could Improve IRS's Use of Compliance recommendations made in its internal 2016 report related to information returns

Third-Party Information Reporting to Help and identify potential new risks and recommendations as a result of changes to the

Reduce the Tax Gap tax administration environment.

TAX ADMINISTRATION Better GAO-21-102 12/15/2020  [Tax Administration and The Commissioner of Internal Revenue should prioritize and develop a timeline for [IRS PCA Due Date: Oct-2022

Coordination Could Improve IRS's Use of Compliance implementing the remaining recommendations from its internal 2016 report related

Third-Party Information Reporting to Help to information returns, along with any newly identified recommendations.

Reduce the Tax Gap

TAX ADMINISTRATION Better GAO-21-102 12/15/2020  |Tax Administration and The Commissioner of Internal Revenue should revise the 2017 Information Returns |IRS PCA Due Date: Feb-2023

Coordination Could Improve IRS's Use of Compliance Systems Modernization plans by evaluating changes in the environment, assessing

Third-Party Information Reporting to Help risks to systems and programs, and detailing how the agency plans to address issues

Reduce the Tax Gap in the intake, processing, and use of information returns across business units.

TAX ADMINISTRATION Better GAO-21-102 12/15/2020  |Tax Administration and  |The Commissioner of Internal Revenue should submit a revised information returns |IRS PCA Due Date: Feb-2023

Coordination Could Improve IRS's Use of
Third-Party Information Reporting to Help
Reduce the Tax Gap

Compliance

system modernization plan to Congress that describes how it integrates with IRS's
broader IT modernization efforts, the resources needed to achieve effective and
timely modernization, and the proposed schedule and scope of the effort.
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TAX ADMINISTRATION Better GAO-21-102 12/15/2020  [Tax Administration and The Commissioner of Internal Revenue should develop a plan and schedule to IRS PCA Due Date: Oct-2022
Coordination Could Improve IRS's Use of Compliance systematically evaluate the suite of information returns with a goal of improving
Third-Party Information Reporting to Help compliance, and reducing fraud and reporting burden. The evaluation should
Reduce the Tax Gap consider factors such as filing requirement thresholds, deadlines for filing,
corrections and amendment data, and the potential to consolidate similar forms and
include recommendations for needed changes.
TAX ADMINISTRATION Better GAO-21-102 12/15/2020  [Tax Administration and The Commissioner of Internal Revenue should develop a collaborative mechanism [IRS PCA Due Date: Aug-2024
Coordination Could Improve IRS's Use of Compliance to coordinate among the internal stakeholders who are responsible for the intake,
Third-Party Information Reporting to Help processing, and use of information returns, as well as to improve outreach to
Reduce the Tax Gap external stakeholders in relation to information returns.
Higher Education: IRS and Education Could [GAO-21-89 01/27/2021  |Tax Administration and The Commissioner of Internal Revenue should assess the agency's internal controls [IRS Implemented and Awaiting Auditor Verification
Better Address Risks Associated with Some Compliance for reviewing for-profit college applications for tax-exempt status and improve the
For-Profit College Conversions review process to ensure that staff appropriately apply agency guidance on
assessing potential improper benefit to insiders.
Higher Education: IRS and Education Could |GAO-21-89 01/27/2021  [Tax Administration and The Commissioner of Internal Revenue should collect information, for instance on [IRS Implemented and Awaiting Auditor Verification

Better Address Risks Associated with Some
For-Profit College Conversions

Compliance

the annual IRS filing tax-exempt organizations are required to submit, that would
enable the agency to systematically identify tax-exempt colleges with a for-profit
history for audit and other compliance activities.




APPENDIX 2

Good Accounting Obligation in Government Act Report for Fiscal Year 2023 Budget Justification Submission
Implementation Status of Treasury Office of the Inspector General (OIG) Recommendations

Report Title Report Number |Issue Date Audit Area OIG Recommendation Bureau/Office Implementation Status
INFORMATION TECHNOLOGY: OIG-20-003BEP  [10/25/2019  |Information Technology [Bureau of Engraving and Printing (BEP) management should assess and remediate |BEP PCA Due Date: May-2022
Department of the Treasury Federal vulnerabilities identified during Security Content Automation Protocol (SCAP)
Information Security Modernization Act configuration baseline compliance and vulnerability scanning within the required
Fiscal Year 2019 Performance Audit timeframes specified in the BEP Minimum Standard Parameters.
Audit of Bureau of Engraving and Printing's |OIG-20-040 06/30/2020  [Administration of Program |Continue to improve the BDP and TDP guidance, including refining procedures to |[BEP PCA Due Date: Mar-2022
Implementation of Security Features and Operations reflect lessons learned during its Catalyst note series redesign.
Meaningful Access for the Blind and
Visually Impaired into New Note Design
FINANCIAL MANAGEMENT: Audit of the [OIG-21-013 12/09/2020  [Financial Statements Office of D.C. Pensions (ODCP) management should fully develop existing policies|DCP PCA Due Date: Apr-2022
Office of D.C. Pensions' Financial and procedures to document a process for reviewing, investigating, and resolving
Statements for Fiscal Years 2020 and 2019 unusual or suspicious activity identified during the audit log review, as well as
maintaining evidence of such review, investigation and resolution.
GENERAL MANAGEMENT: Treasury Has |OIG-16-059 09/29/2016  [Information Technology |We recommend that the Assistant Secretary for Intelligence and Analysis direct the |Treasury - DO PCA Due Date: Jan-2023
Policies and Procedures to Safeguard Deputy Assistant Secretary for Security to update the Treasury Security Manual to
Classified Information but They Are Not include procedures requiring the Office of Security Programs to follow-up and
Effectively Implemented obtain all bureau self-inspection reports.
TERRORIST FINANCING/MONEY 0OIG-18-018 11/27/2017  [Human Capital ‘We recommend that the Office of Foreign Assets Control (OFAC) Director ensure | Treasury - DO PCA Due Date: Sept-2022
LAUNDERING: OFAC Human Resources Management that legacy employees' current position descriptions are evaluated to ensure that the
Practices Need Improvement documented promotion potential of these non-supervisory employees is consistent
with OFAC's current promotion practices.
TERRORIST FINANCING/MONEY OIG-18-044 04/09/2018  [Terrorism and Financial ~|We recommend that as expeditiously as possible the Under Secretary for Terrorism |Treasury - DO PCA Due Date: Mar-2021
LAUNDERING: Audit of the Office of Crime and Financial Intelligence ensure that the Office of Intelligence and Analysis' (OIA)
Intelligence and Analysis' Authorities and U.S. Persons (USP) Procedures are finalized and submitted for approval to the
Actions Related to U.S. Persons' Financial Attorney General.
Information
TERRORIST FINANCING/MONEY OIG-18-044 04/09/2018  [Terrorism and Financial ~|We recommend that as expeditiously as possible the Under Secretary for Terrorism |Treasury - DO PCA Due Date: Mar-2021
LAUNDERING: Audit of the Office of Crime and Financial Intelligence ensure that the Office of Intelligence and Analysis (OIA)
Intelligence and Analysis' Authorities and implements a compliance monitoring program to assess whether intelligence
Actions Related to U.S. Persons' Financial analysts' activities are conducted in accordance with OIA authorities, and electronic
Information searches and other queries are performed in a manner that fully protects the rights
of U.S. persons.
INFORMATION TECHNOLOGY: 0IG-20-003DO 10/25/2019  [Information Technology |Departmental Offices (DO) management should develop and implement a process | Treasury - DO PCA Due Date:Jun-2022
Department of the Treasury Federal to ensure that periodic user access reviews are completed for DO System 2,
Information Security Modernization Act documented, and all unnecessary access is removed in accordance with NIST SP
Fiscal Year 2019 Performance Audit 800-53 and TD P 85-01.
DATA ACT: Treasury Continues to Make  |OIG-20-007 11/08/2019  [Administration of Program | Treasury's Assistant Secretary for Management, working as needed with Treasury's Treasury - DO PCA Due Date: Oct-2023

Progress in Meeting its DATA Act
Reporting Requirements

Operations

Senior Accountable Official, the Senior Procurement Executive, reporting entities,
the Program Management Office, and the Office of Management and Budget should
develop and implement a method and procedures to submit Treasury Forfeiture
Fund financial assistance award data to the Financial Assistance Broker
Submission in accordance with the reporting submission specifications established
by the DATA Act Information Model Schema.




Report Title Report Number |Issue Date Audit Area OIG Recommendation Bureau/Office Implementation Status
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of the Deputy Assistant Secretary for Human Resources PCAs.
Offices Executive Pay Adjustments, and Chief Human Capital Officer (DASHR/CHCO) and the Office of Executive
Bonuses, and Awards Resources (OER) develop, implement, and include effective internal controls
within its policies and standard operating procedures (SOP) to ensure Treasury's
Senior Executive Service (SES) basic pay rates are in compliance with
5 CFR 534.403(a)(3)(b), Suspension of certification of
performance appraisal system; and 5 CFR 534.404 (h)(2),
Setting pay upon transfer.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of the Deputy Assistant Secretary for Human Resources and Chief Human PCAs.
Offices Executive Pay Adjustments, Capital Officer (DASHR/CHCO) and the Office of Executive Resources (OER)
Bonuses, and Awards calculate the overpayment amounts for the two Departmental Office (DO) Senior
Executive Service (SES) members whose pay was set higher than allowed by
regulation.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of the Deputy Assistant Secretary for Human Resources and Chief Human PCAs.
Offices Executive Pay Adjustments, Capital Officer (DASHR/CHCO) and the Office of Executive Resources (OER)
Bonuses, and Awards complete Office of Personnel Management (OPM) data calls in accordance with
OPM's applicable instructions and guidance to ensure all required employees, such
as those who have left Treasury, are properly reported.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO PCA Due Date: Sep-2022
Department of the Treasury Departmental Management Office of the Deputy Assistant Secretary for Human Resources and Chief Human
Offices Executive Pay Adjustments, Capital Officer (DASHR/CHCO) assesses staffing levels, workforce skills, and
Bonuses, and Awards respective budgets to determine whether additional personnel should and can
plausibly be incorporated into future strategic planning to ensure the Office of
Executive Resources (OER) can meet its goals and mission.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of the Deputy Assistant Secretary for Human Resources and Chief Human PCAs.
Offices Executive Pay Adjustments, Capital Officer (DASHR/CHCO) finalizes and approves Treasury's Senior
Bonuses, and Awards Executive Service (SES) Pay and Awards policy, and then periodically reviews it
for continued relevance, effectiveness, and transparency in making pay decisions
and awarding bonuses.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of Executive Resources (OER) documents the processes and standard PCAs.
Offices Executive Pay Adjustments, operating procedures (SOP), with appropriate detail, followed in administering
Bonuses, and Awards Treasury Departmental Offices (DO) Senior Executive Service (SES) member
performance ratings, pay adjustments, and bonuses.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of Executive Resources (OER) oversees the process regarding exceptions to PCAs.
Offices Executive Pay Adjustments, the 12-month rule.
Bonuses, and Awards
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing
Department of the Treasury Departmental Management Office of Executive Resources (OER) includes information regarding the approval PCAs.
Offices Executive Pay Adjustments, process for waiver requests for exceptions to the 12-month rule in the instructions
Bonuses, and Awards provided to bureau heads and Departmental Offices (DO) policy offices. This
information should be consistent with Federal regulations and Treasury's Senior
Executive Service (SES) Pay and Awards policy.
RESOURCE MANAGEMENT: Audit of the |OIG-20-027 02/05/2020  [Human Capital ‘We recommend that the Assistant Secretary for Management ensures that the Treasury - DO Management is in the process of developing

Department of the Treasury Departmental
Offices Executive Pay Adjustments,
Bonuses, and Awards

Management

Office of Executive Resources (OER) submits Treasury's respective data call report
to the Office of Personnel Management (OPM) by

the due dates established by 5 CFR 534.405, Performance

awards, and before any established deadlines per OPM's

annual data call memorandum.

PCAs.




Report Title Report Number |Issue Date Audit Area OIG Recommendation Bureau/Office Implementation Status
GULF COAST RESTORATION: Jefferson |OIG-20-029 03/18/2020  [Administration of Program | We recommend that the Fiscal Assistant Secretary ensures that deficiencies Treasury - DO PCA Due Date: Mar-2022
Parish's Internal Control over Federal Operations identified in Jefferson Parish, Louisiana's (Jefferson Parish) controls over Federal
Awards awards are considered as part of the Department of the Treasury's (Treasury)
oversight of future awards as well as risk assessments of Jefferson Parish as
required by the Uniform Administrative Requirements, Cost Principals, and Audit
Requirements for Federal Awards (2 CFR Part 200) (Uniform Guidance).
GULF COAST RESTORATION: Jefferson |OIG-20-029 03/18/2020  [Administration of Program | We recommend that the Fiscal Assistant Secretary ensures that deficiencies Treasury - DO PCA Due Date: Mar-2022
Parish's Internal Control over Federal Operations identified in Jefferson Parish, Louisiana's (Jefferson Parish) controls over Federal
Awards awards are considered as part of the Department of the Treasury's (Treasury)
oversight of future awards as well as risk assessments of Jefferson Parish as
required by the Uniform Administrative Requirements, Cost Principals, and Audit
Requirements for Federal Awards (2 CFR Part 200) (Uniform Guidance).
Interim Audit Update - Coronavirus Relief |OIG-20-036 05/27/2020  [Administration of Program | Treasury management should support our office in accomplishing our monitoring | Treasury - DO PCA Due Date: Dec-2020
Fund Recipient Reporting Operations and oversight responsibilities in the following ways: (1) assist in communications
with Coronavirus Relief Fund recipients on matters that include, but are not limited
to, communications of reporting and record keeping requirements and other audit
inquiries, as needed; (2) ensure that Treasury maintains communication channels
with recipients to obtain and address post payment inquiries regarding specific
payments; and (3) Continue to update Coronavirus Relief Fund guidance and
disseminate to recipients as needed.
FINANCIAL MANAGEMENT: 0IG-21-020DO 12/30/2020  [Financial Statements Departmental Offices (DO) Information Technology (IT) management should Treasury - DO PCA Due Date: Dec-2021
Management Letter for the Audit of the ensure that the configured schedule/frequency of Financial Analysis and Reporting
Department of the Treasury's Financial System (FARS) backups is implemented in accordance with the minimum backup
Statements for Fiscal Years 2020 and 2019 frequency required by DO and Treasury policy.
FINANCIAL MANAGEMENT: 0IG-21-020DO 12/30/2020  [Financial Statements Departmental Offices (DO) Information Technology (IT) management should Treasury - DO PCA Due Date: Dec-2021
Management Letter for the Audit of the ensure that system-generated logs of backups, including failures, are retained for
Department of the Treasury's Financial the examination period and can be provided upon request.
Statements for Fiscal Years 2020 and 2019
FINANCIAL MANAGEMENT: 0IG-21-020DO 12/30/2020  [Financial Statements To assist management in mitigating the risk of potential noncompliance with the Treasury - DO PCA Due Date: Mar-2022
Management Letter for the Audit of the Federal Managers Financial Integrity Act (FMFIA) if (1) results of testing were not
Department of the Treasury's Financial documented or (2) were not consistently tested by the components, management
Statements for Fiscal Years 2020 and 2019 should enforce guidance on how to improve A-123 documentation and
implementation of internal controls. Additionally, management should perform a
more detailed review of the sufficiency of the component submissions, follow up
with all inconsistencies, and have documentation readily available to substantiate
the conclusion that was reached.
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal ~ |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management address the mainframe operating system
Department of the Treasury's Consolidated vulnerabilities noted in the condition as soon as possible.
Financial Statements for Fiscal Years 2019
and 2018
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management develop a tailored mainframe operating
Department of the Treasury's Consolidated system security configuration baseline that specifies how security configuration
Financial Statements for Fiscal Years 2019 options are to be set based on the selected industry guidance.
and 2018
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024

Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

Service (Fiscal Service) management ensure that the chief information security
officer assign specific responsibility for providing controls over operating system
security, including access permissions to all system datasets and all security-related
option settings




Report Title

Report Number

Issue Date

Audit Area

OIG Recommendation

Bureauw/Office

Implementation Status

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0I1G-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management develop and document controls over changes
and monitor update access to all key system datasets.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management develop and document controls and baseline
documentation of mainframe operating system options specified in the
configuration files.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management establish which techniques are to be used to
control update access to key system datasets and to control read access to sensitive
system datasets (such as the security software database and the page files), whether
a third-party tool is to be used, or tailored change control mechanisms, and develop
procedures and documentation to support their use.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management develop procedures to provide assurance that
programs installed with the privileges of the operating system (whether purchased
from software vendors or internally developed) do not introduce security
weaknesses.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management develop, document, and implement policies, procedures, and
controls to conduct periodic reviews of actual mainframe security software settings
against the security baseline.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management develop a mainframe security software risk assessment
process using the Defense Information Systems Agency (DISA) Security Technical
Implementation Guide (STIG) as a guideline.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0I1G-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management develop a tailored mainframe security software configuration
baseline that specifies how security configuration options should be set based on
the industry guidance. As part of this action, management should develop and
document a baseline specifying for each possible setting in the security software
control file how the option should be set and who is responsible for approving the
setting.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management use the mainframe security software configuration baseline to
harden the mainframe environment, including the Payment Authorization Manager

(PAM) and Payments, Claims, and Enhanced Reconciliations (PACER) production.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management remove duplicate and excessive permissions in the mainframe
security software database

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management perform an annual comparison of each actual setting in the
mainframe security software control file to each setting specified in the baseline to
verify compliance with the baseline.

Fiscal Service

PCA Due Date: Mar-2024
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FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0I1G-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service management develop and document procedures for controlling updates to
the mainframe security software control file.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management define and document the segregation of
functions and privileges based on the principle of least privilege for mainframe
security software and operating system

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management review and establish access permissions to
the mainframe system and security software based on the principle of least privilege
access

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management review and re-assess each access permission
in the mainframe security software dataset and resource rules on a periodic basis

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management develop procedures and documentation to
establish the following for each dataset permission, resource permission, and
mainframe security software privilege: a. Responsibility for approving access and
enforcing compliance with the principle of least privilege; b. Actual access meets
the principle of least privilege; and c. Any discrepancy from approved access will
be identified and corrected

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management develop, document and implement policies,
procedures, and controls for comprehensive logging and monitoring of events.
Procedures and controls should include an annual re-assessment of whether logging
and reporting is adequate.

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0I1G-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management review and determine which profiles,
applications, databases, and other processes on the mainframe will be logged and
reviewed

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management assess all mainframe logs to determine which
logs should be evaluated by the incident management tool

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management establish appropriate alerts and event
thresholds for those mainframe logs required to be evaluated by the external
tracking tool

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management develop and implement data and analysis
tools and processes for identifying event trends, patterns, spikes, and exceptions

Fiscal Service

PCA Due Date: Mar-2024




Report Title Report Number |Issue Date Audit Area OIG Recommendation Bureau/Office Implementation Status
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management identify non-security related purposes for
Department of the Treasury's Consolidated logging and monitoring (including performance tuning, problem management,
Financial Statements for Fiscal Years 2019 capacity planning, management of service level agreements); assign responsibility
and 2018 for addressing them and for integrating them with security uses of logging and
monitoring
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal ~ |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management identify the possible sources of log
Department of the Treasury's Consolidated information; determine how each is to be used for security monitoring; and develop
Financial Statements for Fiscal Years 2019 procedures to ensure that each type of logging which is necessary for effective
and 2018 security monitoring is activated (FY 2019 recommendation).
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements Recommendation 8: The Independent Public Accountant (IPA) recommends that  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Bureau of the Fiscal Service (Fiscal Service) management annually assess the
Department of the Treasury's Consolidated effectiveness of security logging and monitoring, ensuring that the volume of
Financial Statements for Fiscal Years 2019 logged events is limited to just those that are needed for security, and ensuring that
and 2018 monitoring results include effective identification and response for any violations
and for any significant trends (such as an increase in the number of password resets
for a given group of users or repetition of the same attempted but failed attempt to
access a productions dataset or resource)
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management identify, document, and assess the mainframe
Department of the Treasury's Consolidated security controls affecting the system software, to fully describe how mainframe
Financial Statements for Fiscal Years 2019 security is provided. These Fiscal Service management controls should include: a.
and 2018 Specific assignment of responsibility for maintaining operating security, b. Skill
assessment and remediation for operating system security maintenance, c. Baseline
documents for mainframe configuration files, d. Standard procedures for review
and maintenance of operating system security, and e. Standard procedures to
compare actual configuration settings to baseline documents
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management update mainframe documentation to be
Department of the Treasury's Consolidated consistent with Fiscal Service and Treasury Directive Publication (TD P) 85-01
Financial Statements for Fiscal Years 2019 requirements
and 2018
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management develop procedures and documentation to
Department of the Treasury's Consolidated establish who is responsible and how effective security is achieved for controls
Financial Statements for Fiscal Years 2019
and 2018
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  [Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024
Management Report for the Audit of the Service (Fiscal Service) management implement an oversight process to determine
Department of the Treasury's Consolidated that designated Fiscal Service personnel reviews and reevaluates privileges
Financial Statements for Fiscal Years 2019 associated with the UNIX production environment semi-annually for privileged
and 2018 accounts
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2024

Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

Service (Fiscal Service) management configure the systems-management software
agents to include all UNIX servers, databases, and users' accounts within the UNIX
environment when generating the users' lists for the semi-annual review and
recertification process so that all privileged and non-privileged users' access is
reviewed (2019 Recommendation).
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FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0I1G-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management update UNIX semi-annual account review
and recertification procedures to include quality control steps to validate that
systems-management software is generating complete and accurate account listings
for all UNIX servers and databases privileged and non-privileged user accounts
within the UNIX environment prior to completing the review and recertification
process

Fiscal Service

PCA Due Date: Mar-2024

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management finalize policies and procedures to review
audit logs of production DB2 servers.

Fiscal Service

PCA Due Date: Mar-2022

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management implement an oversight process to ensure that
designated Fiscal Service personnel: a. Reviews the security logs for the UNIX and
DB2 servers hosting the Payment Information Repository (PIR), Judgment Fund
Internet Claim System (JFICS), and Security Payment System (SPS) applications on
a pre-defined frequency, as indicated in the Fiscal Service Baseline Security
Requirements (BLSR). b. Formally documents completion of their reviews and any
escalations to the Information System Security Office (ISSO), and c. Retains the
audit logs and documentation of its reviews for 18 months, as required by the
BLSR.

Fiscal Service

PCA Due Date: Mar-2022

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management periodically review Fiscal Service
management's implementation and operation of the review the security audit logs
for the UNIX and DB2 servers hosting the Payment Information Repository (PIR),
Judgment Fund Internet Claim System (JFICS), and Secure Payment System (SPS)
applications to determine that Fiscal Service management completes the reviews on
a pre-defined basis, documents completion of the reviews and escalations, and
maintains such documentation.

Fiscal Service

PCA Due Date: Mar-2022

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0I1G-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management establish an effective enforcement process or
mechanism to ensure that (a) UNIX and DB2 events and monitoring controls are
followed, and (b) Fiscal Service management has confidence it consistently reviews
for potential unauthorized or inappropriate activity.

Fiscal Service

PCA Due Date: Mar-2022

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management update its current PIR security procedures to
require that management obtain current Payment Information Repository (PIR)
developer access requirement listings from the service provider and use them when
validating the appropriateness of PIR developer access during the semi-annual
access reviews and recertification of the PIR and UNIX environments.

Fiscal Service

PCA Due Date: Mar-2022

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0IG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management maintain the documentation used to review
and recertify the access of the known Payment Information Repository (PIR)
service provider developers evidencing that their access to the UNIX environments
is commensurate with their job functions and responsibilities.

Fiscal Service

PCA Due Date: Mar-2022

FINANCIAL MANAGEMENT:
Management Report for the Audit of the
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018

0OIG-20-022

12/16/2019

Financial Statements

The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal
Service (Fiscal Service) management ensure that developers do not have the ability
to make changes to the Payment Information Repository (PIR) production
environment.

Fiscal Service

PCA Due Date: Mar-2022




Report Title Report Number |Issue Date Audit Area OIG Recommendation Bureau/Office Implementation Status
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2022
Management Report for the Audit of the Service (Fiscal Service) management remove users' access once validated by the
Department of the Treasury's Consolidated Federal Program Agency (FPA), during the Secure Payment System (SPS) annual
Financial Statements for Fiscal Years 2019 user access review.
and 2018
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that Bureau of the Fiscal  |Fiscal Service PCA Due Date: Mar-2022
Management Report for the Audit of the Service (Fiscal Service) management retain evidence of recertification of all users.
Department of the Treasury's Consolidated
Financial Statements for Fiscal Years 2019
and 2018
FINANCIAL MANAGEMENT: 01G-20-022 12/16/2019  |Financial Statements The Independent Public Accountant (IPA) recommends that 