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AM Best’s Ratings – The Interactive Rating Process

• The foundation of the rating 

process is an ongoing dialogue 

with the rated company’s 

management

• Ratings are determined by a 

rating committee

• Ratings process outlined in 

Best’s Credit Rating 

Methodology (BCRM)
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Building Block Approach
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Underwriting affirmative cyber, where material, impacts multiple building blocks and financial strength. 
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Rating Considerations for Affirmative Cyber 
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Balance Sheet 

Strength

• Risk-adjusted 

capitalization

• Cyber modelling

• Stress testing

• Reinsurance

• Reserve adequacy

• Liquidity

Operating 

Performance

• Underwriting & 

earnings volatility

• Business plans and 

assumptions

• Track record

Business Profile

• Product 

concentration risk

• High product risk

• Limits offered

• Industries covered

• Management 

expertise 

Enterprise Risk 

Management

• Risk appetite & 

tolerances

• Risk aggregation 

• Risk management 

capabilities

• Stress testing
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Incorporating Catastrophe 

Risk & Stress Testing Into the 

Ratings Process



Why Incorporating Catastrophe Risk & Stress Testing is Necessary? 
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Effectively managing exposure to catastrophe events is essential to protecting and 
preserving balance sheet strength

Catastrophes – both natural and man-made – can abruptly impair an insurer

Stress Testing allows AM Best to capture the uncertainties inherent in an insurer’s 
operations and business plans 



Catastrophe Risk

Rating Considerations

Aggregate exposure

Modelled PMLs

Management’s view

Historical losses 

Examples

Natural catastrophes

Terrorism exposure

Casualty clash

Cyber catastrophe
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Deterministic scenarios
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Stress Testing Risk Adjusted Capital

• Used in Balance Sheet Strength and ERM assessments
‒Natural catastrophe, terror, surety, pandemic, cyber, other 
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AM Best’s Cyber Questionnaire 
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AM Best’s Cyber Questionnaire 
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• Nature of the portfolio

• Cyber risk appetite and underwriting strategy

• Reinsurance (traditional and non-traditional)

• Use of third parties

ERM & 

Cyber Strategy 

• Types of coverage offered 

• Limits & retention levels

• Types of insureds & geographies

• Loss ratios, number of claims paid versus reported 

Profile &

Performance

• PMLs

• Deterministic scenarios

• Capital Stress
Balance Sheet
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How Companies are Managing 

Cyber Risks
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How Companies are Managing Cyber Risks 

• Managing exposure through underwriting and risk transfer
- Policy wording (i.e., war exclusions, addressing “silent” cyber)

- Coverage terms and conditions 

- Utilizing vendor tools 

- Assessing aggregation risk

- Risk transfer through cyber reinsurance treaties

• Cyber specialists: real-time exposure monitoring 

• Cyber models continue to mature

• Data quality and consistency continue to improve
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AM Best’s Thoughts on a 

Government Backstop



Government Backstop – Potential Benefits & Challenges

Potential Benefits

• Avoids lengthy economic downturn and financial 
market volatility

• Promotes improved cyber hygiene and enhanced 
risk management capabilities 

• Leads to greater take-up rates for cyber cover 
while attracting reinsurance capacity

• Promotes consistency in policy wording

• Broad definition of triggering events and clear 
certification process   

• More permanent the backstop the better

• Program trigger designed to protect insurers of all 
size

Challenges & Possible Pitfalls

• Leads to lax cybersecurity by insureds

• Removes incentives of insurers to continue to 
push for stronger cyber hygiene 

• Impedes the development of new or redesigned 
cyber insurance products and solutions

• Motivates threat actors to exploit vulnerabilities 
knowing the federal government will indemnify 
losses
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Q&A
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Thank you!



© AM Best Company, Inc. (AMB) and/or its licensors and affiliates. All rights reserved. ALL INFORMATION CONTAINED HEREIN IS PROTECTED BY COPYRIGHT LAW AND

NONE OF SUCH INFORMATION MAY BE COPIED OR OTHERWISE REPRODUCED, REPACKAGED, FURTHER TRANSMITTED, TRANSFERRED, DISSEMINATED,

REDISTRIBUTED OR RESOLD, OR STORED FOR SUBSEQUENT USE FOR ANY SUCH PURPOSE, IN WHOLE OR IN PART, IN ANY FORM OR MANNER OR BY ANY

MEANS WHATSOEVER, BY ANY PERSON WITHOUT AMB’s PRIOR WRITTEN CONSENT. All information contained herein is obtained by AMB from sources believed by it to be

accurate and reliable. AMB does not audit or otherwise independently verify the accuracy or reliability of information received or otherwise used and therefore all information

contained herein is provided “AS IS” without warranty of any kind. Under no circumstances shall AMB have any liability to any person or entity for (a) any loss or damage in whole

or in part caused by, resulting from, or relating to, any error (negligent or otherwise) or other circumstance or contingency within or outside the control of AMB or any of its directors,

officers, employees or agents in connection with the procurement, collection, compilation, analysis, interpretation, communication, publication or delivery of any such information, or

(b) any direct, indirect, special, consequential, compensatory or incidental damages whatsoever (including without limitation, lost profits), even if AMB is advised in advance of the

possibility of such damages, resulting from the use of or inability to use, any such information. The credit ratings, financial reporting analysis, projections, and other observations, if

any, constituting part of the information contained herein are, and must be construed solely as, statements of opinion and not statements of fact or recommendations to purchase,

sell or hold any securities, insurance policies, contracts or any other financial obligations, nor does it address the suitability of any particular financial obligation for a specific

purpose or purchaser. Credit risk is the risk that an entity may not meet its contractual, financial obligations as they come due. Credit ratings do not address any other risk,

including but not limited to, liquidity risk, market value risk or price volatility of rated securities. AMB is not an investment advisor and does not offer consulting or advisory services,

nor does the company or its rating analysts offer any form of structuring or financial advice. NO WARRANTY, EXPRESS OR IMPLIED, AS TO THE ACCURACY, TIMELINESS,

COMPLETENESS, MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OF ANY SUCH RATING OR OTHER OPINION OR INFORMATION IS GIVEN OR

MADE BY AMB IN ANY FORM OR MANNER WHATSOEVER. Each credit rating or other opinion must be weighed solely as one factor in any investment or purchasing decision

made by or on behalf of any user of the information contained herein, and each such user must accordingly make its own study and evaluation of each security or other financial

obligation and of each issuer and guarantor of, and each provider of credit support for, each security or other financial obligation that it may consider purchasing, holding or selling.
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